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CERT NZ
Computer Emergency Response Team New Zealand

• Established in 2017, part of the Ministry of Business Innovation and Employment

• Our goal is to improve the cyber resilience and online safety of all New 
Zealanders.

• We work to support businesses, organisations and individuals affected by cyber 
security incidents. 

• Part of a global network of CERT teams and government security organisations

https://www.cert.govt.nz/

https://www.cert.govt.nz/


Threat and Incident Response

• Online incident reporting and response

• Major incident coordination

• Major event support

• Phishing (PDS, credential dumps)

• Data breaches

• Coordinated Vulnerability Disclosure

• Advisories and alerts

• Critical Controls and other online resources
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Major incident coordination

• Widespread supply chain attack

• Banking targeted DDoS attacks

• Flubot malware



Malware 
Command and 

Control (C2)

List of contacts stolen 
from infected device 
sent back to C2

Infected device

Contacts sent from the 
malware C2 to a 
another infected device

Track your 
parcel at

example.com

If the recipients click the 
link and download the 
malware, their devices 
become infected and the 
process begins again

Contact:
+64 3 773 3158

+64 3 773 3158

Infected device

Target devices



Social Engineering

• Phishing

• Tech-scam calls

• Sim-swapping

• Dating and Romance scams

• Gift-card scams

• Extortion scams

• Investment scams

• Job opportunity scams

• Government services scams



Thank you

Any Questions?


