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Reflection (and Amplification) Attacks: Characteristics
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1. An unwilling intermediary is used to deliver the attack
traffic.
« Typically used in conjunction with spoofed Source IP
address of the target.
+ The intermediary will deliver a response which will go to
the target instead of the attacker.
« Reflectors respond to the victim.
2. Attacks which make the victim service generate larger
response than the trigger traffic.
« Asymmetric attack, response is much larger than request. 1



Reflection (and Amplification) Attacks

What protocols can we use for a reflection attack?

Domain Name System (DNS)
« Domain name to IP translation.

Network Time Protocol (NTP)
« Synchronising time.

Simple Service Discovery Protocol (SSDP)
- Discovery of network services.

Simple Network Management Protocol (SNMP)

+ Exchanging management information between network
devices.



DNS Reflection and Amplification Attack

Protocol  Bandwidth Amp. Factor Vulnerable Command
DNS 28 to 54 Multiple
NTP 556.9 Multiple
SNMPv2 6.3 GetBulk Request
NetBIOS 3.8 Name resolution
SSDP 30.8 SEARCH request
CharGEN 358.8 Character generation request
QOTD 140.3 Quote request
BitTorrent 3.8 File search
Kad 16.3 Peer list exchange
Quake 63.9 Server info exchange
Steam 5.5 Server info exchange




DNS Reflection and Amplification Attack
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NTP Redirection and Amplification

NTP (Network Time Protocol)is used by machines
connected to the Internet to set their clocks accurately.

Vulnerability to redirection and Amplification attack:

« It replies to every request packet without challenge
- monlist command
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NTP Redirection and Amplification Attack Mitigation

Countermeasures

1. Upgrading the server to the latest version
2. On the client

« Filter port 123

« Monitor NTP traffic
3. mrulist command vs monlist command

+ Requires Nonce:

- Request Nonce: Initial request: 96-bit nonce specific to the
requesting remote address, which is valid for a limited
period.



DNS Hierarchy

Top Level Domain (TLD)

- Country code Top Level Domain (ccTLD)
- Generic Top Level Domain (gTLD)
- Sponsored Top Level Domain (sTLD)

Authoritative Nameserver

[ecs .Vuw.ac. I'IZ]




How does DNS Work?
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How does DNS Work?
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How does DNS Work?
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How does DNS Work?

Local DNS Server

Local Remote

1



DNS Ports

DNS messages are encapsulated in UDP port 53 by default.

IP UDP DNS
header header message
T

max. 512 bytes

If the resolver expects the response to exceed 512 bytes, the
resolver encapsulates the query in TCP (port 53) instead.

no limit (up to max. TCP payload size)

TCP = DNS
header message
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DNS Poisoning

Modify the client host file on the host (/etc/host)

- Takes precedence over DNS

Example:
IP Address Hostname Alias
127.0.0.1 localhost deep.openna.com

208.164.186.1 deep.openna.com deep
208.164.186.2 mail.openna.com mail
208.164.186.3 web.openna.com  web

Local Cache Poisoning:

- Sniff request
- Spoof response (before reply from State Of Authority

(SOA) 13



Why wait for a client to make a request when we can make it
ourselves?

+ No need to race against SOA

- Root server

O-—9—0F §n

TLD server
Authoritative

Malicious Site: 101.102.103.104 Attacker name server
(S0A)

14



Countermeasures

« Partial fix: randomise query IDs
- Problem: small space
- Attack: issue a Lot of query
« Randomise source port number (don’t always use 53)
DNSSEC (DNS Security Extensions):
- Signatures to prove that answer is authentic
HTTPS
- Signatures to prove the website is authentic

15



Reflection and Amplification Attack

What happens if an attacker spoofs the victim’s IP address?

- and what if hundreds of misconfigured open DNS

resolvers are used?
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DNS Reflection and Amplification Attack

Consider the following query
$ dig ANY us-cert.gov 28.8.8.8

The response?
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DNS Reflection and Amplification Attack

DNS amplification and spoofing.
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DNS DoS Attacks Mitigation

- Validate packet and query structure

« Whitelisting

« "Challenges”: Establish the requester’s identity before
sending a full answer.

What is the IP for
www.cisco.com?

D . Wwww.cisco.comis a CNAME for __
x83i3hd9202030dwkwd.cisco.com

= What is the IP for i

101110 *83i3hd9202030dwkwd.cisco.com? 3333

. x83i3hd9202030dwkwd.cisco.com
isat 5.5.5.5

Challenges with DNS challenge?

- Two times the amount of traffic
- Two times the packet rate
- Computational resources 19



HTTP Attacks and Mitigation

The Hypertext Transfer Protocol (HTTP)isan
application-level protocol and generally works over TCP, or
over an encrypted TCP connection.

HTTP is a client-server protocol:

- Requests are sent by the user-agent (browser - or a proxy
on behalf of the client).

- Each individual request is sent to a server, which handles
it and provides a response.

Attacks:

- http GET attack
- http POST attack

Countermeasures?
20



Next: Firewalls
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