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Basic Static Techniques

Antivirus scanning

Hashes

COMODO Internet Security Premium - Scanning

Scanning: D:
Status:  Dr\dictionaries\Dictionaries\BiologyRuEn ks
(?) Objects Scanned: 41

Start Time: 9/29/2011 2:45:23 PM
Agh Threats Found: @

Duration:  00:00:04
™ Show on top

@ What do these settings do?

A file's strings,
functions, and
headers
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Antivirus Scanning: Only a First Step

Malware can easily change its signature and fool the antivirus.

VirusTotal is convenient, but using it may alert attackers that
they've been caught.

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH Rici3
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MD5 or SHA-1 (or SHA-2).
Condenses a file of any size down to a fixed-length fingerprint.
Uniquely identifies a file well in practice.

There are MD5 collisions but they are not common (Collision: two
different files with the same hash).

H HashCalc @_Ié]
[rata Format: [rata:
|Fi|e j |C:\Users\student\Desktop\p3.pcap J
K.y Format; Kew
[ HMaC [Teststing =] |
[v MD5 |52583b5&2099d19004891 5181fd7b29b
™ MD4 |
[¥ SH&1 |991 dde880832dd6aaebadb804 0795260911 63194
™ SHa256 |




Label a malware file.
Share the hash with other analysts to identify
malware.

Search the hash online to see if someone else
has already identified the file.
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Finding Strings



Any sequence of printable characters is a string.

Strings are terminated by a null (0x00).

. ASCII
ASCII characters are 8 bits long s !

B A D | NULTerminat
« also called ANSI erminator

(42 ] 41 ] 44 | 00 |

Figure 2-2. ASCII representation of the string BAD

Unicode characters are longer Unicode

+ Microsoft uses UTF-16 and | B | A D | NUUTermingor
. 0 42 00 | 41 00 44 00 00 m
calls them “wide characters

Figure 2-3. Unicode representation of the string BAD



The Command

The strings Command: Native in Linux, also available for Windows.

Finds all strings in a file 3 or more characters long. E.g.:

C:>strings bp6.ex_
VP3

Vi3

t5e@

D%4

99.124.22.1

e-@

GetLayout
GDI32.DLL
SetLayout

Mic

Mail system DLL is invalid.!Send Mail failed to
send message.

- Bold items can be ignored
« GetLayout and SetLayout are Windows functions
« GDI32.DLL is a Dynamic Link Library 10



BinText

T G\Users\Administrator\AppData\Roaming\Microsoft\Windows\Start Menu\\Pro - Ellil

Search | Fiter | Help |

File: ta scan |E'\W|ndnws\5ystem32\nntepad exe Browse
¥ Advanced visw Time taken: 0.016 secs  Text size: 8165 bytes [7.97K]
File pos I Mem pos | 1D I Text | :I
A 000000000040 000001000040 1] IThiz program cannot be runin DOS mode. -
A 000000000108 000000010 O et
A 000000000200 00000000200 O .data
A 000000000228 000001000228 1) asic
A 00000000024F  00000100024F 1} @ reloc
A 0000000002ES 000001 0002E8 a ADVAPIZ2 I
A 0000000002FS  00OODIO002FS 0 KERMEL32.dI
A 000000000302 000001000302 0 GOI32dI
A 00000000030C  00000100030C O USER32.dI
A 000000000317 000001000317 0 meveit.dl
A 000000000322 000001000322 1) COMDLGZ2.dIl
A 00000000032F  00000100032F a SHELL32.dIl
A 000000000338 000001000338 a WINSPOOL.DRY
A 000000000342 000001000348 O ole32.dl
A 000000000352 000001000352 O SHUwAPLAI
A 00000000035E  0OOODIO0035E O COMCTLIZdI
A 00000000036E 000001000368 1) OLE&UT3ZdI
A 000000000378 000001000378 1) ntdll.dll LI

Ready | AN.7O0  |[UN:6S |[Rs:0 I Eind | Save |

n



Packed and Obfu

Packed and Obfuscated Malwar



The code is compressed, like a Zip file.
This makes the strings and instructions unreadable.
All you'll see is the wrapper - small code that unpacks the file when

itis run.

Start

Start

Wrapper Program
Original Executable

(Strings and other Packed Executable
information visible)
[Strings and other
information not
visible)

13



UPX - “the Ultimate Packer for eXecutables”

root@kali: ~/126
File Edit Vie
:~/126# cat chatty.c
#include <stdio.h=>
main()
{
char name[1@];
printf("This program contains readable strings\n");
printf("Enter your name: ");
scanf("%s", name);
printf({"Hellc %s\n", name);

}

1~/126# gcc -static chatty.c -o chatty
:~/126# upx -o chatty-packed chatty
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2011
Markus Oberhumer, Laszlo Molnar & John Reiser Dec 12th 2011

File size i Format

592800 -> 272588  45.98% linux/elf386 chatty-packed

Packed 1 file.

1~/126# 1s -1

total 852

-rwxr-xr-x 1 root root 592800 Aug 16 20:34 chatty
-rw-r--r-- 1 root root 174 Aug 16 20:27 chatty.c
-rwxr-xr-x 1 root root 272588 Aug 16 20:34 chatty-packed
1~/126#




Detecting Packers with

File: | C:\malware\orig_af2.ex_
Entrypaint: |ODDOEEAD EP Section: |UP%1 >
File Offset: | 00005040 First Bytes: |60,BE,15,80 | > |
Linker Info: |6.0 Subsystem: |Win32 console ﬂ

P 0.89.6 - 1.02 / 1.05 - 2,90 - > Markus & Lasz

Multi Scan | Task Viewer | Qptions | About | Exit |
[V Stay on top ..:J 4_2’___

Figure 2-5. The PEID program

15



Many PEiD plug-ins will run the malware executable without
warning!

You need to set up a safe environment for running malware (next
week)

Like all programs, especially those used for malware analysis, PEiD
can be subject to vulnerabilities.

« PEiD version 0.92 contains a buffer overflow that allowed an
attacker to execute arbitrary code. This would have allowed a
clever malware writer to write a program to exploit the malware
analyst’s machine.

Be sure to use the latest version of PEiD.
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Portable Executable (PE) File Format



PE Files:

« A data structure that contains the information necessary for
Windows to load the file.

Used by Windows executable files, object code, and DLLs.

Almost every file executed on Windows is in PE format.



PE Header

PE Header:
+ Information about the s
+ Type of application ":;; oo | e
+ Required library functions 3
+ Space requirements e
e !
i V

19



LordPE Demo

g chwsershstudentiappdatatlocaligoogletchio. .

) [ LordPE Deluxe ] by yoda = | G S|
Fath FID ImageBase | ImageSize | « FE Editor
€ cusershstudent\appdatalocaligooglehchio..  DODDOF44 O0FFOO0O 000D 4000 Break & Enter
G ohusershstudentiappdatailocalgooglebhehio,. 00000854 QO0FFOOO0 000D 4000 Robuid PE
€ clusershstudentiappdatatlocahgoogleichio.. 00000248 DOFFOOD0  00OD4000 y
G o husersistudenthappdatatlocalgoogletehio.. 00000EYQ QO0FFOOO0 000D 4000 Unsplit
00000032 QOEENAND annn4non - -

dump full...

9% [system] 00000530 0f S
7] ‘wwindowshapstem32hsearchprotocolhost exe 00000850 oo .
E]c.\winduws\syslem32\saarchfilterhusl.exs 000OCER4 o dump region...

@ o husersistudentidownloadsibin_lordpe_201 00000A0C o active dump engine »
4

Path ImageBase | Iml priority L4
”jc:\wimdows\systemSZ\nolepad exe O0BDO00O o correct ImageSize

(| o windowshsystem3Zvntdlldil F7EB0O00 o

1| e hwindowshapstem 32 kemel32.dl 77150000 o load into PE editor... (temp file)
() cwindowshspstem32ikemelbaze.dl 7FREF0000 g .

%) e windowshsystem3Zadvapiaz.di 77080000 O load into PE editor...  (read only)
(%] o hwindowshsystenm32vmsvert.dil 77570000 g burn process

1% o hwindowshapstem3Zhsechost. di 75050000 o

(%] o hwindowshspsten32vpertd. dil FE1E0000 og refresh F5
%] o hwindowshapstern32hadia2. di 75000000 QOoFEDT

%] chwindowshspstem32huser32.dll 77300000 000Cs000 faboll
1% o hwwindowshapstem32hink, dil F7FFO000 00o0a000 - Exit

20



LordPE Demo: Main Sections

®) [ LordPE Deluxe 1 by voda =8
[ PE Editor | - c\windows\system32\notepad.exe [READ ONLY]

o
o

[ =

Basic PE Header Information

G 000z J $ _ntal
G EntiyPaint: 00003683 Subsystem: = =
© || | magepase: MO00000 NumberDfS ectians [ :PE_I
€| | Sieiimage: | DOOIOOOD  TimeDateStama: 4REBCEF Sectors | |k
% BaceliCade: 00007000 SizeDMH eaders: | oooooaon| 2| | Directories | erver
2 BaseOfD ata: 0000Co00 Characteristics: ‘ 0102 J FLC 3
74 | | Sectiontlignment. | 00001000 Checksum: 00033741 7 | o]
| J v — 00000200 SizeOiOptionaHzader DOED R
9 Mg 0108 NumOfFvadndSizes: | 00000010 - | - | _Compae_|
! L]
[ Section Table ] =]
MName WOffset WSize ROffzet RSize Flags
et O0OOT0ON  OOOCARBC  OOODM4ON  OOOCARDN  AODNZN0
data 0000COD0 00002164 0OOOACOD 00001000  COOOO040
e 00OOFOO0  OOOTF1E0  0OOOBCOD  0OOTF200 40000040
reloc ODO2FOON  ODODOE34  ODO2AEO0  ODODIOON 42000040
ﬁ_buul
1] e:hwindawshspstem32iipk. di FP7FO000 00004000 =117 Exit

21



There are a lot more sections

CodeView Debug Information

COFF Symbols
COFF Line Mumbers
.reloc
.idata
Eiatn Sections
.data
-test
J Section Table[array of
IMAGE_SECTION_
HEADERS)
| Diata Directon
IMAGE_OPTIOMAL
IMABGE_NT I -
HEADERS 'ﬂEhDE‘H
IMASE_FILE_HEADEFR
"EEWD" PE Signature
M MS-D0S Header

Offzet 0 %
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Linked Libraries an



Imports:

« Functions used by a program that are stored in a
different program, such as library.

Connected to the main EXE by Linking

Can be linked three ways:

- Statically
- At Runtime
- Dynamically

2%



Static Linking

Static Linking:
- Rarely used for Windows executables.

« Common in Unix and Linux.

- All code from the library is copied into the
executable.

- Makes executable large in size.

25



Runtime Linking

Runtime Linking:

 Unpopular in friendly programs.

« Common in malware, especially packed or
obfuscated malware.

« Connect to libraries only when needed, not when the
program starts.

« Most commonly done with the LoadLibrary and
GetProcAddress functions.

26



Dynamic Linking

Dynamic Linking:

+ Most common method.

« Host OS searches for necessary libraries when the
program is loaded.

message.exe - System Error

1 The program can't start because MSVCR100D.dIl is missing from your
@7 computer. Try reinstalling the program to fix this problem.

27



Clues in Libraries

The PE header lists every library and function
that will be loaded

They can reveal what the program does

- e.g.: URLDownloadToFile indicates that the
program downloads something

28



Dependency Walker

Dependency Walker: Shows Dynamically
Linked Functions

« Normal programs have many DLLs.
- Malware often has very few DLLs.

29



cy Walker example: Services.exe

B Dependency Walker - [services.exe] - -
B} File Edit View Options Profile Window Help

=

= [ =80
(= O g -
MSVCRT.OLL

RPCRT4.DLL

SSPICLLDLL

NTDLLDLL

PROFAPLDLL
API-MS-WIN-SECURITY-LSALOOKUP-L1-1-0.DLL
APT-MS-WIN-SECURITY-5DDL-11-1-0.DLL
CRYPTBASE.DLL
API-MS-WIN-CORE-ERRORHAMDLING-11-1-0.DLL
APL-MS-WIN-CORE-FILE-L1-1-0.0LL
API-MS-WIN-CORE-HANDLE-L1-1-0.DLL
API-MS-WIN-CORE-HEAP-L1-1-0.DLL
APT-MS-WIN-CORE-INTERLOCKED-11-1-0.DLL
API-MS-WIN-CORE-IO-11-1-0.DLL
API-MS-WIN-CORE-LIBRARYLOADER-L1-1-0.DLL
APL-MS-WIN-CORE-LOCALREGISTRY-L1-1-0.0LL
API-MS-WIN-CORE-MISC-L1-1-0.DLL
API-MS-WIN-CORE-PROCESSENVIRONMENT-L1-1-0.DLL
API-MS-WIN-CORE-PROCESSTHREADS-11-1-0.0LL
API-MS-WIN-CORE-PROFILE-L1-1-0.0LL L4
API-MS-WIN-CORE-STRING-L1-1-0.DLL
API-MS-WIN-CORE-SYNCH-11-1-0.DLL

'
LAl

mn

s R i e o R s R o s s

4 . 2

30



Dependency Walker example: Services.ex_ (malware)

Dependency Walker - [services.ex_]
Wi B B View Options [Profie Window |

GH PR E D58
= o) SERVICESFX_ [
2 s | uwﬂza.m@

0 wsz_szp

31



s in Dependency Walke

Imports (PI)

Exports (E)

B Dependency Walker - [Lab01-0Lexe] /

B File Edit View Options Proffe Window He) HEE
A I EE BED K

- O LABOL-OLEXE P~ [ Ordinal /[ Hint Function __ »
O KERNEL32.DLL 657 (0x0291) | malloc

a 585 (0:0249) | exit

211 (1:0003) | _exit

72 (00048) | XeptFiter
100 0x0064) | _p_initenv
88 (0:0058) | _getmainarg

I

[ca} 271 (0O10F) | Jinitterm
= PETR WP TR Rr—,
Hi™ &80 ¥
E* | Ordinal Hint Function __ +
0 | 108 (@006C)| 106 (0006A) | XeptFiker | |
T | 147 00093) | 145(0:0091) | _getmainarg
T | 181 (:00B5)| 179 (00083) | _p__initenv
€0 | 187 0:00BB) | 185(00089)| _p_commos
T | 192 @00C0) | 190 000BE)| _p_fmode
00 | 212[000D4)| 210 (0:00D2) | _set_app_typ
T | 24 ©0006)| 212 ©:00D4) | _setusermatt
«| 1. »

4| Module File Time Stamp | Li ~

O | API-MS-WIN-CORE-CONSOLE-L1-1-0.DLL 01/03/2013 9:43p |01 |

(O | API-MS-WIN-CORE-DATETIME-L1-1-0.0LL 01/03/2013 9:43p |01

O [ API-MS-WIN-CORE-DEBUG-11-1-0.DLL 01/03/2013 9:43p |01

O [ API-MS-WIN-CORE-ERRORHANDLING-L1-1-0.DLL 01/03/2013 94

01 | APL-Ms-WIN-CORE-FIBERS-L1-1-0.0LL 01/02/2013

[

i Ty

For Help, press F1

32



Common DLLs

DLL

Kernel32.dll

Advapi32.dll

User32.dll

Gdi32.dll

Ntdll.dil

Table 2-1. Common DLLs

Description

This is a very common DLL that contains core functionality, such as access
and manipulation of memory, files, and hardware.

This DLL provides access to advanced core Windows components such as
the Service Manager and Registry.

This DLL contains all the user-interface components, such as buttons, scroll
bars, and components for controlling and responding to user actions.

This DLL contains functions for displaying and manipulating graphics.

This DLL is the interface to the Windows kernel. Executables generally do
not import this file directly, although it 1s always imported indirectly by
Kernel32.dll. If an executable imports this file, it means that the author
intended to use functionality not normally available to Windows programs.

133



Common DLLs (cont.)

Nedll.dll

This DLL is the interface to the Windows kernel.
Executables generally do not import this file directly,
although it is always imported indirectly by Kernel32.dll. If
an executable imports this file, it means that the author
intended to use functionality not normally available to
Windows programs. Some tasks, such as hiding
functionality or manipulating processes, will use this
interface.

WSock32.dll These are networking DLLs. A program that accesses

and
Ws2 32.dll

Wininet.dll

either of these most likely connects to a network or
performs network-related tasks.

This DLL contains higher-level networking functions that
implement protocols such as FTP, HTTP, and NTP.

34



DLLs export functions
EXEs import functions

Both exports and imports are listed in the PE header

35



Notepad.exe

il
File View Go Help
0000 [MnFH==
=) notepad.exe pFile | Data___| Description [ Value <]
IMAGE_DOS_HEADER 00000400 77CBF79F Vittual Address 0268 RegQueryValueExW
MS-DOS Stub Program 00000404  77CBFA29  Vittual Address 022A RegCloseKey
# IMAGE_NT_HEADERS 00000408  77CABS3D Vittual Address 0236 RegCreateKeyW
IMAGE_SECTION_HEADER _text 0000040C  77CAB88Y Vitual Address 017A IsTextUnicode
IMAGE_SECTION_HEADER data 00000410 77CABAY0 Vittual Address 0278 RegSetValueExW
IMAGE_SECTION_HEADER _rsrc 00000414 00000000 _End of Imports. ADVAPI32.dI
IMAGE_SECTION_HEADER _reloc 00000418 77E1C83B Virtual Address 01D1 GetFilelnformationByHandle
BOUND IMPORT Directory Table 0000041C  77E3F7CB  Vinual Address 012C FindNLSString
BOUND IMPORT DLL Names 00000420  77E38EBA Vittual Address 028A GlobalAlloc
) SECTION _text 00000424  77E39E36 Virtual Address 029C GlobalUnlock
IMPORT Address Tal 00000428 77EI9EF7 Vittual Address 0295 GlobalLock
IMAGE_LOAD_CONFIG_DIRECTORY 0000042C  77E122E8  Vinual Address 007D CreateFileMappingW
IMPORT Directory Table 00000430  77E33BED  Virtual Address 0181 GetDateFormatW’
IMPORT DLL Names 00000434  77E334E1  Virtual Address 01E8 GetLocalTime
IMPORT Name Table 00000438 77EOF277 Vittual Address 0308 LocalUnlock
IMPORT Hints/Names 0000043C  77E3TF30 Virual Address 030F MapViewOfFile
IMAGE_DEBUG_DIRECTORY 00000440  T7E3ISCAE Vittual Address 031F MultiByteToWideChar
IMAGE_DEBUG_TYPE_RESERVED10 | 00000444  77E3CBDA Vittual Address 0448 UnmapViewOfFile
IMAGE_DEBUG_TYPE_CODEVIEW 00000448 77E0C936 Vittual Address 0305 LocalReAlloc
SECTION _data 0000044C  TTE14BFD Virual Address 0153 GetACP
® SECTION rsrc 00000450  77E0C5CB  Virtual Address 00C4 DeleteFileW
® SECTION reloc 00000454 77EQ7FFC  Virtual Address 03D5 SetEndOfFile
00000458  77EOF33F Virtual Address 0304 LocalLock
0000045C  77E11292 Virual Address 0149 FormatMessageW
00000460

Kl

77E3D196

Virtual Address

0484 WideCharToMultiByte

Viewing IMPORT Address Table

36



Advapi32.dll

indows\System32\advapi32.

File View Go Help

*o000oEm ==

Kl

<

- advapi32.dil Al pFile |  Data | Description [ Value f’
IMAGE_DOS_HEADER 00037F20  0008606A Function RVA 0001 |_ScGetCurrentGroupState\W
MS-DOS Stub Program 00037F24 0003EC70 Forwarded Name RVA 0002 A_SHAFinal -> NTDLL A_SHAFinal
IMAGE_NT_HEADERS 00037F28 0003EC81 Forwarded Name RVA 0003 A_SHAInit -> NTDLL A_SHAInit
IMAGE_SECTION_HEADER text 00037F2C  0003EC91 Forwarded Name RVA 0004 A_SHAUpdate -> NTDLL.A_SHAUpdate
IMAGE_SECTION_HEADER data 00037F30 00081746 Function RVA 0005 AbortSystemShutdownA
IMAGE_SECTION_HEADER _rsrc 00037F34 000816F2  Function RVA 0006 AbortSystemShutdownW
IMAGE_SECTION_HEADER _reloc 00037F38 000341F0  Function RVA 0007 AccessCheck
BOUND IMPORT Directory Table 00037F3C  000630A1 Function RVA 0008 AccessCheckAndAuditAlarmA
BOUND IMPORT DLL Names 00037F40  00011BAT Function RVA 0009 AccessCheckAndAuditAlarmW
SECTION text 00037F44 0002B4F9  Function RVA 000A AccessCheckByType
IMPORT Address Table 00037F48 0006318B  Function RVA 0008 AccessCheckByTypeAndAuditAlarmA
IMAGE_LOAD_CONFIG_DIRECTOF || 00037FAC  00062E8F Function RVA 000C AccessCheckByTypeAndAuditAlarmW
IMAGE_EXPORT_DIRECTORY 00037F50  00062E21 Function RVA 000D AccessCheckByTypeResultList
00037F54 00063284  Function RVA 000E CheckByTypeResultLi
EXPORT Name Pointer Table 00037F58 00063370  Function RVA 000F CheckByTypeResultLi ByHandl
EXPORT Ordinal Table 00037F5C  00062FEC  Function RVA 0010 AccessCheckByTypeResultListAndAuditAlarmByHandleW
EXPORT Names 00037F60  00062F3A  Function RVA 0011 AccessCheckByTypeResultLi
DELAY IMPORT Descriptors 00037F64 0002D7E0  Function RVA 0012 AddAccessAllowedAce
DELAY IMPORT DLL Names —I| 00037F68 0001BBBY  Function RVA 0013 AddAccessAllowedAceEx
DELAY IMPORT Name Table 00037F6C 00063635 Function RVA 0014 AddAccessAllowedObjectAce
DELAY IMPORT Hints/Names 00037F70 00009988 Function RVA 0015 AddAccessDeniedAce
IMPORT Directory Table 00037F74 0006359F  Function RVA 0016 AddAccessDeniedAceEx
IMPORT DLL Names 00037F78 00063683  Function RVA 0017 AddAccessDeniedObjectAce
IMPORT Name Table 00037F7C 0001300  Function RVA 0018 AddAce
IMPORT Hints/Names 00037F80  00001B89 Function RVA 0019 AddAuditAccessAce

\Viewing EXPORT Address Table

37



iTunesSetup.exe

=lolx|

, PEview - C:\Users\Administrator\Downloads\iTunesSetup.exe
File View Go Help

ooeo [ xE|=ma

pFile | Raw Data
IMAGE_DOS_HEADER 00000000 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00
MS-DOS Stub Program 00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00
IMAGE_NT_HEADERS 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
IMAGE_SECTION_HEADER text 00000030 00 00 00 00 00 00 00 00 00 00 00 00 E8 00 00 - -
IMAGE_SECTION_HEADER .rdata 00000040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 1..L.ITh
IMAGE_SECTION_HEADER _data 00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is program canno
IMAGE_SECTION_HEADER _rsic 00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS
IMAGE_SECTION_HEADER reloc 00000070 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 mode....5. ..
SECTION text 00000080 3C E2 60 D1 78 83 OE 82 76 83 OE 82 78 83 0E 82 <." .x...x...x
SECTION _rdata 00000030 66 D1 BA 82 59 83 OE 82 66 D195 8268 83 0E 82 f...Y.. .f. . k
IMPORT Address Table 000000A0 5F 45 63 82 6D 83 OE 82 &F 45 75 82 71 83 0E 82 Ec.m... Eu.q
IMAGE_DEBUG_DIRECTORY 00000080 78 83 OF 62 01 83 OE 82 66 D18D 62 17 83 0E 82 x. .. f

IMAGE_LOAD_CONFIG_DIRECTORY | 000000C0 66 D1 9A 82 79 83 OE 82 66 D1 9F 82 79 83 0E 82 f...y fooy
IMAGE_DEBUG_TYPE_CODEVIEW 000000D0 52 69 63 68 78 83 OE 82 00 00 00 00 00 00 00 00 Richx

IMPORT Directory Table 000000E0 00 00 00 00 00 00 00 00 50 45 00 00 4C 01 05 00

IMPORT Name Table 000000F0 16 44 F7 55 00 00 00 00 00 00 00 00 EO 00 02 01 .D.U

IMPORT Hints/Names & DLL Names 00000100 0B 01 09 00 00 1E 01 00 00 BE 7A 06 00 00 00 00
SECTION data 00000110 63 BA 00 00 00 10 00 00 00 30 01 00 00 00 40 00 c @
SECTION _rsrc 00000120 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 . .
SECTION .reloc 00000130 05 00 00 00 00 00 00 00 00 00 7C 06 00 04 00 00 -
CERTIFICATE Table 00000140 58 97 7C 06 02 00 40 81 00 00 10 00 00 10 00 00 X.|..

00000150 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00
00000160 00 00 00 00 00 00 00 00 74 4D 01 00 64 00 00 00 .
00000170 00 CO 01 00 48 CE 79 06 00 00 00 00 00 00 00 00 H.y
00000180 00 9E 7B 06 18 19 00 00 00 90 7B 06 F8 0B 00 00 { - {.
00000190 F0 31 01 00 1C 00 00 0000 00 00 00 00 00 00 00 1

Viewing TunesSetup.exerectory Table

38



Imports User32.d1l1 and uses the function
SetWindowsHookEx, which is a popular way keyloggers
receive keyboard inputs.

It exports LowLevelKeyboardProc and
LowLevelMouseProc to send the data elsewhere.

It uses RegisterHotKey to define a special keystroke
like Ctr1+Shift+P to harvest the collected data.

39



E.g.: A Packed Program

Very few functions.

All you see is the unpacker.

Table 2-3. DLLs and Functions Imported from
PackedProgram.exe
Kernel32.dil User32.dll
GetModuleHandleA MessageBoxA
LoadLibraryA
GetProcAddress
ExitProcess
VirtualAlloc

VirtualFree

40
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Important PE Sections

.text
.rdata
.data
.rsrc

instructions for the CPU to execute
imports & exports

global data

strings, icons, images, menus

42



PEView

%3, PEview - CAWindows\System32\notepad exe

File View Go Help

*oooo|EHn =l

= notepad._exe

IMAGE_DOS_HEADER

MS-DOS Stub Program
IMAGE_NT_HEADERS

Signature
IMAGE_FILE_HEADER

- IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER data
IMAGE_SECTION_HEADER .rsrc
IMAGE_SECTION_HEADER reloc
BOUND IMPORT Directory Table
BOUND IMPORT DLL Names
SECTION _text

SECTION data

SECTION .rsrc

SECTION reloc

Data Description
014C Machine
0004 Number of Sections
4ASBCBOF  Time Date Stamp
00000000  Pointer to Symbol Table
00000000  Mumber of Symbols
00ED Size of Optional Header
0102 Characteristics
0002
0100

Value
IMAGE_FILE_MACHINE _I386

2009/07/13 Mon 23:41:03 UTC

IMAGE_FILE_EXECUTABLE_IMAGE
IMAGE_FILE_32BIT_MACHINE

Viewing IMAGE_FILE_HEADER
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Time Date Stamp

Shows when this executable was compiled.

Older programs are more likely to be known to antivirus
software.

But sometimes the date is wrong.

« All Delphi programs show June 19, 1992.
« Date can also be faked.

A



IMAGE_SECTION_HEADER

Virtual Size - RAM
Size of Raw Data - DISK
For .text section, normally equal, or nearly equal.

Packed executables show Virtual Size much larger than
Size of Raw Data for . text section
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Not Packed

Q@ PEview - C\Windows\System32\notepad.exe | S
File View Go Help
YNoeoo By ra|[@= =
=+ notepad.exe pFile Data Description

- IMAGE_DOS_HEADER 00000108 2E 74 65 78 Mame
- MS-DOS Stub Program 000001DC 74 00 00 00

=-IMAGE_NT HEADERS 000001E0 0000AB8C  Virtual Size
= IMAGE_SECTION HEADER .text 000001E4 00001000 RVA
- IMAGE_SECTION_HEADER .data 000001E8 0000A800  Size of Raw Data
- IMAGE_SECTION_HEADER .rsrc 000001EC 00000400  Pointer to Raw Data
- IMAGE_SECTION_HEADER .reloc 000001F0 00000000  Pointer to Relocations
- BOUND IMPORT Directory Table 000001F4 00000000  Pointer to Line Numbers
-~ BOUND IMPORT DLL Mames 000001F8 0000 Mumber of Relocations

- SECTION _text 000001FA 0000 Mumber of Line Mumbers
- SECTION _data 000001FC 60000020  Characteristics

(- SECTION _rsrc 00000020

(- SECTION _reloc 20000000

40000000
4| 1] *
Viewing IMAGE_SECTION_HEADER text
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Section Information for PackedProgram.exe

Table 2-6. Section Information for
PackedProgram.exe

Name Virtual size Size of raw data

.text  A000 0000
.data 3000 0000
.rdata 4000 0000
.rsrc 19000 3400
Dijfpds 20000 0000
.sdfuck 34000 3313F

Kijijl 1000 0200
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Resource Hacker

Lets you browse the .rsrc section.

- Strings, icons, and menus

[#y] Resource Hacker - C:AWindows\System32\calc.exe

File Edit View Action

Line: 1

Help
64 x 64 (16 colors) Ordinal name:
48 x 48 (16 colors) Ordinal name:
32 x 32 (16 colors) Ordinal name:
24 x 24 (16 colors) Ordinal name:
16 x 16 (16 colors) Ordinal name:
64 x 64 (256 colors) - Ordinal name:
48 x 48 (256 colors) - Ordinal name:
32 x 32 (256 colors) - Ordinal name:
24 x 24 (256 colors) - Ordinal name:
16 x 16 (256 colors) - Ordinal name:
256 x 256 (16.8mil colors) - Ordina
64 x 64 (16.8mil colors) - Ordinal r
48 x 48 (1€.8mil colors) - COrdinal r
32 x 32 (1€.8mil colors) - COrdinal r
24 x 24 (16.8mil colors) - Ordinal r
16 x 16 (16.8mil colors) - Ordinal r
230

Lo W e

1
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Next: Malware Analysis in Virtual Machines
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