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IDA Pro Versions

* Full-featured pay version

* Old free version
o Both support x86
o Pay version supports x64 and other processors, such as cell

phone processors

* Both have code signatures for common library code in
FLIRT (Fast Library Identification and Recognition
Technology)
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Graph and Text Mode

* Spacebar switches mode

HRE1 caech nadnlet Mg conct Char ssargu,const chaw srrap)
nala proc arr — — —
v _As Ouord ptr A @ S [iuﬂl@
wrgie Gwed glr 3 .text:00401040 -
. g it e .text:0040810848 ; Attributes: bp-based frame
-text:00401040
f:',:' ::,:_ "np .text:00401040 ; int _ cdecl main{int argc,const char =xargu,const char xenup)
- - .text:00401040 main proc near ; CODE XREF: start+AFlp
e [COPevar_A). e -text:00401040
(o vt 262 Abiacs -text: 00401048 var_4 = dword ptr -4
———— .text:004010840 argc = dword ptr 8
— .text:004010408 argu = dword ptr 6Ch
.text:004010840 enup = dword ptr 18h
e shaet 1o so1eslhioc Astese: -text:00401040
L) e, 3 * .text:00401040 push ebp
‘—‘ — * .text:00401041 mouv ebp, esp
* .text:00401043 push ecx il
100_ADTAE
L ~p, N
rop p
rein
wala evip
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Default Graph Mode Display
AN

; Attributes: bp-based frame

; int _ cdecl main{int argc,const char »**arqu,const char =enup)
_main proc near

var 4= dword ptr -4
argc= dword ptr 8

argu= dword ptr 6Ch
envp= dword ptr 16h

push ebp

mov ebp, esp

push ecx

call sub_ 4610006

mov [ebp+var 4], eax
cmp [ebp+var 4], O
jnz short loc_ 461056
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Options, General

IDA Options

Address representation

Function offsets
V| Include segment addresses
V| Use segment names

Display disassembly lines

V| Empty lines
Borders between data/code
Basic block boundaries

V| Source line numbers

Line prefiz example: seg000:0FE 4

Low suspiciousness limit  0x00401000
High suspiciousness limit 0:00404E48

Disassembly :Analysis Cross-references [ Strings | Browser l Graph l Misc

Display disassembly line parts
V| Line prefizes

V| Repeatable comments
Auto comments
Bad instruction <BAD> marks

Number of opcode bytes 6B

Instructions indention 0
Comments indention 24
Right margin 40
Spaces for tabulation 8
0K | [ Cancel ] [ Help
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Better Graph Mode View
g

004010408

06401048

06401040 ; Attributes: bp-based frame
06401048

004010640 ; int _ cdecl main{int argc,const char »**argu,const char x*enup)
00401040 _main proc near

064010648

00401040 var_4= dword ptr -4

00401040 argc= dword ptr 8

00401040 argu= dword ptr OCh
006401040 enup= dword ptr 16h
06401048

004010648 55 push ebp

06481841 8B EC mov ebp, esp

00401043 51 push ecx

00401044 E8 B7 FF FF FF call sub_4610060

00401049 89 45 FC mov [ebp+var 4], eax
0840104C 83 7D FC 68 cmp [ebp+uar_4], ©
00401650 75 04 jnz short loc_u4816856
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Arrows

 Colours

o Red Conditional jump not taken
o Green Conditional jump taken
o Blue Unconditional jump

* Direction
o Up Loop
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Arrow Color Example

e — S— N —
80468104C 83 7D FC 069 cmp [ebp+var 4], ©
00481058 75 04 jnz short loc_ 40610856
———
T EAN L
— 00401056
BN Ll 00401056
064010852 33 CO Xor eax, eax 80481056 BS 61 60 66 08
00401054 EB 65 jmp short loc_46105B
L 2 ]
BN Ll
00401058
06401058 loc_40165B:
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Highlighting

Highlighting text in graph mode highlights every instance of that
text @E Hm e e s s ™

004061040

0084061040

00401040 ; Attributes: bp-based frame
064061040

00401040 ; int _ cdecl main{int argc,const char =**argu,const char x=enup)
00401040 _main proc near

0084061040

00401040 var_4= dword ptr -4

00401040 argc= dword ptr 8

00401040 argu= dword ptr 6Ch
00401040 enup= dword ptr 16h
0084061040

004810848 55 push ebjp

0064010841 8B EC mov ebp, esp

00401043 51 push ecx

00401044 E8 B7 FF FF FF call sub_461060

00401049 89 45 FC mov [ebp+var_4], eax
0040104C 83 7D FC 060 cmp [ebp+var_4], O
00401650 75 04 jnz short loc_461656

e —
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Text Mode

Arrows
Solid = Unconditional Comment
DaShed = COndItlona| Generated by
Up = Loop IDA Pro
* .text:00401015 jz short loc_461082B
* .text:00401017 push offset aSuccessInterne ; "Success: Internet Connectionin”
* .text:0046101C call sub_48105F
* .text:004061021 add esp, 4
* .text:00401024 mov eax, 1
* .text:00401029 jmp short loc_46163A
e BB B2 oo
-text:0040102B
-text:0040102B loc_481062B: ; CODE XREF: sub_48108088+15Tj
* .text:0040102B push offset akError1_1Nolnte ; "Error 1.71: No Internetin”
* .text:004610386 call sub_40105F
* .text:00401035 add esp, 4
* .text:00481038 Xor eax, eax
.text:0040103A
-text:00406103A loc_46163A: ; CODE XREF: sub_481000+29Tj
* .text:0040103A mov esp, ebp
* .text:08046103C pop ebp
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Options, General

-
IDA Options

S5

Address representation
Function offsets

V| Include segment addresses

V| Use segment names

Display disassembly lines

V| Empty lines

V| Borders between data/code
Basic block boundaries

V| Source line humbers

) Disassembly | Analysis | Cross-eferences I Strings I Browser I Graph | Misc

Display disassembly line parts
V| Line prefizes

Stack pointer
V| Comments

7| Repeatable commM
V| Auto comments

Bad instruction <BAD > marks

Number of opcode bytes 0

Instructions indention 16

Line prefix example: seg000:0FE 4 BT 40

Low suspiciousness limit 0x00401000 Right margin 70
High suspiciousness limit 0x0040AE 48 Spaces for tabulation a8

oK ’ [ Cancel J [ Help

CYBR473-2023T1: Malware and Reverse Engineering

slide 10




Adds Comments to Each Instruction

* .text:00401015 jz short loc_461082B ; Jump if Zero (2F=1)

* .text:00401017 push offset aSuccesslInterne ; "Success: Internet Connectionin”
* .text:0048101C call sub_46105F ; Call Procedure

* .text:00461021 add esp, 4 ; Add

* .text:00401024 mov eax, 1

* .text:00401029 jmp short loc 46163A ; Jump

XL IBBUBT02B ; —————————m o
.text:0040102B

.text:00468102B loc_46102B: ; CODE XREF: sub_481080+15Tj
* .text:0040102B push offset akError1_1NolInte ; "Error 1.1: No Internetin”
* .text:00401030 call sub_46165F ; Call Procedure
* .text:080401035 add esp, 4 : Add
* _text:00401038 | Xor eax, eax ; Logical Exclusive OR
.text:0040103A
.text:0040103A loc_40103A: ; CODE XREF: sub_461000+29Tj
* .text:0046103A mov esp, ebp
* .text:0040103C pop ebp
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USEFUL
WINDOWS FOR
ANALYSIS




Functions

* Shows each function, length, and flags
o L = Library functions

 Sortable

e Large functions usually more important

o~
\ﬂ' Functions window |- [~ H-EI
v  Function name Segment Start Length B |FE [k | S |B|T|=
+ CheckadowsGenumeStatus[] text D1EIEIS1F9 0000007C R . . . B
I o VN — e dalabinme beok  MA™OQ?  AACCAAPMAQ B ooop ]
*i":}'é;t'éﬁéé&&é}#}&ﬁﬁéé'&.&}éétli&iﬁiﬁ%égiﬁgr" """"""" et h iﬁi?ééﬁ """""" ﬁﬁﬁﬁﬁﬁé? """"""" R . . . B T .
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Names Window

* Every address with a name
o Functions, named code, named data, strings

7~ ~

N Names window o[- B | 3|
Name Address P. =
F _main 00401040

L stat 00401090 P

L _ amsg_exit 0040116F

L _fast_eror_exit 00401194

L stbuf 00401188

L _ ftbuf 00401245

L _wite_char 00401420

L _write_multi_char 00401455 -
Line 197 of 233
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Strings

=

""" Strings window

Address Length Type String

“ordata0... 0000000F C GetStingT ype'w/

“ordata0... 0000000D C SetStdHandle

" ordata0... 0000000C C CloseHandle

" ordata:0.. 0000000D C KERNEL32.dII

" data00... 00000018 C Error 1.1: No Intermet\n

" .data:00... 00000DD1E C Success: Internet Connection’in
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Imports & Exports

-
[?I::g Imports o || =] 2]
Address Ordinal  Name Library =
rﬁ% 00406040 GetStringTyped, KERNEL32
lﬁ%’ 00406044 GetStringT ype'w KERNEL32
Eﬁg 00406048 SetStdHandle KERMNEL32
[ig 00406080 InternetGetConnectedState WININET lE
iLine 1ofd4

7~

CYBR473-2023T1: Malware and Reverse Engineering

%ﬁ Exports (=) (=] PG4
Name Address Ordinal
B start 00401090

slide 16



Structures

e All active data structures

o Hover to see yellow pop-up window

NNrce ZrNNnAan .

{sizeof=0x18, standard type)

offset
offset
offset
offset

E=%ECR =X

TA rvnauni

K Structures

B @B X |
00006060660 ; Ins/Del : create/delete structure
00000066 ; D/A/S=* : create structure member (data/ascii/array)
00660066 ; N : rename structure or structure member
00660066 ; U : delete structure member
00000060 ; [00666618 BYTES. COLLAPSED STRUCT IID. PRESS KEYPAD "+ TO EXPAND]
00000000 ; [B0000018 BYTES. COLLAPSED STRUCT CPPEH_RECORD. PRESS KEYPAD "+ TO EXPAND]
00000000 ; [00000004 BYTES. COLLAPSED STRUCT _PRUPSHEF&EEEEEEE';‘"‘“ff"“"“r“ffr““r““‘ff7r“‘“°??‘r
00000060 ; [00000004 BYTES. COLLAPSED STRUCT —PRUPSHE[BGBBBBBB ’
00000000 ; [00000004 BYTES. COLLAPSED STRUCT —PRUPSHE[BGBBBBBB CPPEH RECORD SR ©
00000000 ; [00000004 BYTES. COLLAPSED STRUCT —PRUPSHE[BGBBBBBB old egp dd 2 ’
00000000 ; [00000034 BYTES. COLLAPSED STRUCT PRUPSHEE]BGBBBBBR exc_ptr dd 2
00000000 ; [00000004 BYTES. COLLAPSED STRUCT —PRUPSHE[BGBBBBBS preU e dd 2
00000000 ; [00000004 BYTES. COLLAPSED STRUCT —PRUPSHE[BBBBBBBC g o et dd 2
00000000 ; [00000830 BYTES. COLLAPSED STRUCT PRUPSHEE]BBBBBB1B nsSEH_ptr dd 2
00000060 ; [00000010 BYTES. COLLAPSED STRUCT SVSTEMTI'BBBBBB1Q disabled dd &
00000000 ; [00000014 BYTES. COLLAPSED STRUCT tagDRAWTE '
00000000 ; [00008014 BYTES. COLLAPSED STRUCT DOCINFOW S rcoo—wcrrmo ro—cTTrTr
00000060 ; [B080003C BYTES. COLLAPSED STRUCT tagTEXTHMETRICW. PRESS KEYPAD "+ TO EXPAND]
000000600 ; [00000810 BYTES. COLLAPSED STRUCT _SYSTEMTIME. PRESS KEYPAD "+ TO EXPAND]
£ 111
2. _PROPSHEETHEADERW::S9C028D56AB90D7 CB2840D31BA61B8779:0000

CYBR473-2023T1: Malware and Reverse Engineering
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Cross-Reference

M M 7 Functions window

* Double-click function i

Function name Segment Start v Length
. . \U [|__except_handlerd text 01003073 00000025

® J um p tO CcO d ein Ot h er viewsS @CeimmsEmrmm text 01004788 00000024
‘Eﬂ__chkﬂk text 010027F0 DDUUDDZB
"U] _LegacyFileDialogT oHR(x) text 010077F3 00000028
"@} ProcessSetupOption(x] text 010025EF 0000002D
"ﬂ CreateFilter(x,=] text 01002605 0000002E
¥ih SianalCammDIaF o) text Mn1nNN432R nnNNNN2F
£ 11

Line 50 of 161

4 Hex View-A o[- | (3]
text:-891004748 FF cg 82 gu 80 90 90 90 ©6 OO0 OO0 60 BA BB 66 0606 +-J EEE-...}2.. -
.text:010047580 07 00 060 60 BB OB 00 80 50 FF D6 E9 DB D2 FF FF e...+2.. P +T—-

.text:01004760 50 FF D6 E9 DS D2 FF FF OF B7 16 66 85 D2 OF 84 P +T+-  + fa- 3
.text:0100477060 8A OO0 00 060 3B FB OF 83 82 060 60 68 66 89 10 48 e...;v. 39’ . .fej@

.text:01004780 40 46 46 47 EB E2 90 90 90 90 90 {JF§ 55 8B EC EFFGAGEEEEEFJuIs
.text:01004790 FF 75 10 FF 15 10 11 60 61 8D 44 60 62 50 FF 75 u} §44. iD.,P u
.text:010047A0 10 6A 01 6A 00 FF 75 B8C FF 75 88 FF 15 80 16 00 }j j. us uf §.}.
-text:010047B0 61 5D C2 OC 80 96 90 96 96 90 8B FF 55 8B EC 8B 1-%.EEEEEY Ui81
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Function Call

 Parameters pushed onto stack

e CALL to start function
eN:_

010064788

010064788

01064788 ; Attributes: bp-based frame

01004788

0100478B ; int _ stdcall RegWriteString{(HKEY hKey,LPCWSTR lpUalueName,BYTE x*1pData)
01004788 _RegWriteString@12 proc near

01004788

81004788 hKey= dword ptr 8

010064788 1pUValueName= dword ptr 6OCh

010064788 1pbata= dword ptr 16h

01004788

[0100478B 8B FF mov edi, edi

0100478D 55 push ebp

01006478E 8B EC mov ebp, esp

81004790 FF 75 186 push [ebp+1pData] ; 1pString
010064793 FF 15 16 11 66 61 call ds:__imp strlenW@y ; 1strlenW(x)

10.00% (-30,-41) (788,342)  00003B8B  0100478B: RegWriteString(x,x,x)
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Returning to the Default View

* Windows, Reset Desktop

* Windows, Save Desktop
o To save a new view
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Imports or Strings

* Double-click any entry to display it in the disassembly
window

=
[Z] IDA View-A ==

r_:_'. -text:0186A779 jb short near ptr loc_186A7DF+1
1 * .text:0100A77B add gs:[eax], al “
| * .text:8180A77E retf ". Strings window =
by SLeXCIBIUOAZIE 5 — e e e e e e —
L1 * _text:B180A77F db 2 Address Length Type Sting
! : * .text:0100A780 aHeapalloc db 'HEBpﬂllOC' ,8 w0 text01...  000000OC C TextUnicode
L1 * _text:8188A78A dw 24Ah W o . |
', * .text:B1808A78C aGetprocessheap db 'GetProcessHeap',® :Z:tgl gggggg}i E EISZ?SS:::EZ};‘BO:?L
| 1 * _text:0108A79B align 4 e 4 .
. | * _text:8188a79C db OECh : 8 " : QQUDUUTS Fﬁ GetUserDefaultUIL,
| | * .text:0180A79D db 1, 47h, 65h ‘ .. 0000000 C Heapdlloc
1 * .text:0100A7A0 aTfileinformati db ‘tFileInformationByHandle®,® " text:01...  0000OOOOF C GetProcessHeap
: I * _text:0100A7B9 align 2 wLtewt:01... 00000019 [ tFilelnformationByH
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Using Links

* Double-click any address in the disassembly window to
display that location

=] IDA View-A =
* .text:010047A1 push 1 ; duType
* .text:010047A3 push §] s Reserved
* .text:010047A5 push [ebp+1pUalueName] ; lpUalueName
¢ .text:010047A8 push [ebp+hKey] ; hKey
* .text:010047AB call ds: ; RegSetVUalueExW(x,X,X,%X,X,X)
* .text:010047B1 pop ebp
¢ .text:810047B2 retn 8ch
.text:0100647B2 RegWriteString@12 endp
.text:810047B2
touwtr-R4IARLTZDD -
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History

e Forward and Back buttons work like a Web browser

.
&P IDA - C:\Windows\System32\notepad.ex
File Edit Search View Debuc

sa( -
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Navigation Band

* Light blue: Library code
* Red: Compiler-generated code
* Dark blue: User-written code — Analyze this

r(” IDA - C:\Windows\System32\notepad.exe l o | & l&r
File Edit Search View Debugger Options Windows Help
= B v v | | I[Text vJ_imp_FlegSe v | BE2M A ==
2 E e | /B DE N T e |3

slide 25
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Jump to Location

* Press G
* Can jump to address or named location

”
Jump to address l—é_‘?-J E X
Jump address 0x1100000 » kie

0K l ‘ Cancel ’ [ Help .
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Searching

* Many options
e Search, Text is handy

Search View Debugger

next code

next data

next explored
next unexplored

% immediate value...

: ﬁn next immediate value

[ text...

1 next text

i fﬁ; sequence of bytes...
ﬁ‘ next sequence of bytes

not function
next void

error operand

all void operands

all error operands

Options
Alt+C
Ctrl+D
Ctrl+A
Ctrl+U
Alt+]
Ctrl+I
Alt+T
Ctrl+T
Alt+B
Ctrl+B
Alt+U
Ctrl+V
Ctrl+F

1

™™

T T
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Code Cross-References

 XREF comment shows where this function is called
e But it only shows a couple of cross-references by default

.text:004061440

texkzBuB1RED ; (I  SUBRONUT I NE SR AT b A i
-text:00401440

.text:00401440

.text:00401448 ; int _ cdecl main{int argc,const char =xargu,const char =enup)
.text:004014480 main proc near ; CODE XREF: start+DE}p
.text:00401440

-text:00401440 var 4h = dword ptr -44h push Onget unk_463060
.text:00401440 var 40 = dword ptr -46h call _initterm
.text:004014408 var 3C = dword ptr -3Ch call ds:

.text:00401440 var 38 = dword ptr -38h mov ecx, [ebp+enup]
-text:00401440 var_34 = dword ptr -34h noy [eax], ecx
-text:00401440 var 30 = dword ptr -36h push [ebp+enup] ; enup
.text:00401440 var 2C = dword ptr -2Ch push [ebp+argu] ; argu
.text:004014408 var_28 = dword ptr -28h push [ebp+argc] ; argc
-text:00401440 var 24 = dword ptr -24h call _main

-text:004014408 var_20 = dword ptr -26h add esp, 36h

-text:004014408 var_1C dword ptr -1Ch

rnssd o AR Il s s A0 Assrnsard ed-sa E Nal2N
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To See All Cross-References

Click function name and press X

(=] IDA View-A
.text:00401440
.text:00401440
.text:00401440
.text:00401440
text:00401440
text:00401440
text:00401440
text:00401440
text:00401440
.text:00401440
text:00401440
text:00401440
text:00401440
text:00401440
.text:00401440
text:00401440
.text:00401440

; int _ cdecl md
_main

var_ 44
var_49
var_3C
var_38
var_34
var_380
var_2C
var_28
var_24
var_28

7

Lyl xrefs to _main

EET)

Direction

Type Address

Text

B Do

start+DE

ca ‘

1l

I

0K [ Cancel [

Help l Search

Linel of1

= dword ptr -20h

\ : )

slide 30
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Data Cross-references

* Demo:
o Start with strings
o Double-click an interesting string
o Hover over DATA XREF to see where that string is used
o X shows all references

* .data:0048304C ; char NewFileName[] F  initterm
.data:0040304C NewFileName db ‘C:\windows\system32\kerne132.d11',8
.data:0040364C ; DATA XREF: main+3AATo = JLE 24 -
* .data:0040306D align 16h . ~
* .data:00403070 dword_403070 dd 6E72654Bh ;I mov ecx, [esp+54h+hObject]
* _data:008403074 dword_403074 dd 32336C65h ;| mov esi, ds: .
* .data:08403078 byte_403078 db 2Eh ;| push ecx ; hobject
* .data:00403879 align &4 call esi ;
* .data:86848307C ; char ExistingFileName[] mov edx, [esp+5hih+var_h]
.data:0048367C ExistingFileName db ‘Lab81-81.d11",0 : push edx ; hobject
.data:080408307C ; call esi ; )
* .data:06403089 align 4 push 0 . ; bFaillfExists
* _data:080848308C ; char FileName[] push offset NewFileName ; "C:\\uwindows\\system32\ikerne132.d11"
.data:0040308C FileName db 'C:\Windows\System32\Ker push offset ExistingFileName ; “Lab81-61.d11"
.data:086408368C ; DATA XREF: _main+67To » ]
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Function and Argument Recognition

* |DA Pro identifies a function, names it, and also names
the local variables
* It's not always correct

Z] IDA View-A
-text: 00401040
-text:00401040
-text:00401040 sub_4610640 proc near 5 CODE XREF: sub_4810A0+88]p
-text:00401040 5 sub_4616A6+B7lp ...
-text:00401040
.text:00401040 arg_0
.text:004010840 arg 4
-text:00401040 arg 8
.text:00401040

dword ptr 4
dword ptr 8
dword ptr 6Ch

* .text:00401040 mov eax, [esp+arg_4]

* .text:00401044 push esi

* .text:00401045 mov esi, [esp+i4+arg_ 0]
* .text:00401049 push eax
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Graphing Options

,Q IDA - C:\Users\student\Desktop\126\PracticalMalwareAnalysis-Labs\Practical Malware Analysis Labs\BinaryCollection\Chapter_1L\Lab01-01.exe l = | E —&I‘
File Edit Jump Search View Debugger Options Windows Help
SE| - hdh 6|1 || -] - | = B80S ==
2 5e /8 BN ][ eT
Ben (2800 - = N X[~ - S UK~ g+ 5 %% |
& &
l - | | | I 2" F AL
View Debugger Options Windows Help
Open subviews > | vlloc 1020B3F v | &
wm | =)
I.0q| Grag 2% Flow chart F12
Toolbars » v Print flow chart labels
Calculator... Shift+/ | = :
2% Functioncalls  Ctrl+F12
B, Print segment registers  Ctrl+Space | W Xrefs to
F ;ﬁ Xrefs from

7 Printinternal flags

=2 Hide Num -

Malware and Reverse Engineering

CYBR473-2023T1:

% User xrefs chart...

[ FUNCIONS =S mngs T /Y
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Graphing Options (cont.)

 These are "Legacy Graphs"
and cannot be manipulated . .

View Debugger Options Windows Help

with IDA Open subviews P I wlioc 1020B3F v | &
I3 Graphs 2= Flow chart F12
° The flrst tWO seem Obsolete Toolbars ~ *|lv Printflow chart labels
Calculator... Shift+/ | & 5
Jsu% Function calls  Ctrl+F12
O FIOW Cha rt TR, Print segment registers  Ctrl+Space | M Xrefsto
- Create ﬂOW Chart Of current 1 Print internal flags F | &% Xrefs from
= Hide Num - ;§ User xrefs chart...

I PRGOS =S Tngs T RS

function

o Function calls
= Graph function calls for entire
program
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Graphing Options (cont.)

* Xrefs to
o Graphs XREFs to get to selected XREF

o Can show all the paths that get to a function

View Debugger Options Windows Help

Open subviews > | vlloc 1020B3F | &
= | A% Flow chart F12
Toolbars » | v Print flow chart labels
S ELEE ST #% Function calls ~ Ctrl+F12

TR, Print segment registers  Ctrl+Space | £ Xrefs to
F ﬁ; Xrefs from

= Hid N ;ﬁ User xrefs chart...
L= —LLI= I FUNCIOnS | =S mngs T R/

7 Print internal flags
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Windows Genuine Status in Calc.exe

€P IDA - C:\Windows\System32\calc.exe
File Edit Jump

Search Vie D

% WinGraph32 - Xrefs to _CheckWindowsGenuineStatus@0

EE «- v || 8 f«,“[ ‘ 1 ‘ Text v | _Checkiwindot " <': File View Zoom Move Help
BEe 4@ am N e llal «lalEw+|[F o= [N

Boon |8 ag -« NX|[ - #-w SHKMH~/ - -
_WinMainCRTStartup

‘ 2] DA Viewd | [ Hex Views | 2B Exports | [EES Imponsl N Names l 8 F\mclions[ B Stuctures l E'S

|Z] IDA View-A
.text:010091F9

SUBROUTTINE}]
; Attributes: bp-based frame

; _ stdcall CheckWindowsGenuineStatus()
_CheckWindowsGenuineStatus@0 proc near ; COD|

W A A —
var_1364 = dword ptr -1364h _War ”“"’I aln
var_12a4 = dword ptr -12a4h
var_1298 = dword ptr -1298h L
var_1294 = dword ptr -1294h
var_4 = dword ptr -4

¢ mnov edi, edi

* push ebp

* mov ebp, esp

M mov eax, 1326h

N call __chkstk

* mov eax, _  security_cookK|
* .text:0100926D xor eax, ebp

< 1

4
000085F9 010091F9: CheckWindowsGenuineStatus() )
T T T
1001F84: propagate_stkargs: function is already typed B
1007715: propagate_stkargs: function is already typed
1011163: propagate_stkargs: function is already typed
1015052: propagate_stkargs: function is already typed
1015969: propagate_stkargs: function is already typed =
1038FBA: propagate_stkargs: function is already typed
Function argument information is propagated K| _ >
The initial autoanalysis has been finished. -
command --Char‘éwefﬂzu Failed 230.00% 1(0,0) 3 nodes, 2 edge segments, 0 crossings
|Command_“ChartXrefsTo" failed o— —_ m—
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Graphing Options (cont.)

View Debugger Options Windows Help

vlloc 102DB3F | &

¢ XrEfS from Open subviews »l
raphs 2 #% Flow chart F12

e 3ra 11
o Graphs XREFs from Toolbars > [ Print flow chart Iabels
Caleulator... SNift/ | # Function calls ~ Ctrl+F12

selected XREF
TR, Print segment registers  Ctrl+Space | M Xrefs to

O Can ShOW a“ the paths 7 Print internal flags F | &% Xrefs from
% User xrefs chart...

"= Hide hum = I FURCIORS | =S mngs T RS

that exit from a
o B )

% WinGraph32 - Xrefs from _CheckWindowsGenuineStatus@0

function L
3| alalme+] [+ o= [N

_CheckWindowsGenuineStatus@0

__imp__Rt1InitUnicodeString@s

imp__NtQuerylLicenselalue@Z0

Kl

116.67% |(0,0) 5 nodes, 4 edge segments, 0 crossings

slide 39

CYBR473-2023T1: Malware and Reverse Engineering




Graphing Options (cont.)

e User xrefs chart...
o Customize graph's recursive depth, symbols used, to or from
symbol, etc.
o The only way to modify legacy graphs

View Debugger Options Windows Help

Open subviews > | vlloc 1020B3F ~ | &
) Graphs 2= Flow chart F12

Toolbars » |v Print flow chart labels
S ELI S #= Function calls  Ctrl+F12
TR, Print segment registers  Ctrl+Space | Mf Xrefs to
7 Printinternal flags F | &% Xrefs from

) ;ﬁ User xrefs chart...

"= Hide Num - I FURCTONS | S Mngs T /S
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DISASSEMBLY




Warning

* There's no Undo, so if you make changes and mess them
up, you may be sorry

CYBR473-2023T1: Malware and Reverse Engineering


https://commons.wikimedia.org/wiki/File:Ambox_warning_pn.svg
https://creativecommons.org/licenses/by-sa/3.0/

Renaming Locations

* You can change a name like sub_401000 to
ReverseBackdoorThread

 Changeitin one place, IDA will change it everywhere
else
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Function Operand Manipulation

Without renamed arguments With renamed arguments
004013C8 mov eax, [ebp+arg_4] 004013C8 mov eax, [ebp+port_str]
004013CB push eax 004013CB push eax
004013CC call _atoil 004013CC call _atoil
00401301 add esp, 4 00401301 add esp, 4
004013D4 mov [ebp+var_598], ax 00401304 mov [ebp+port], ax
004013DB movzx ecx, [ebp+var_598] P04013DB movzx ecx, [ebp+port]
004013E2 test ecx, ecx 004013E2 test ecx, ecx
004013E4 jnz short loc_4013F8 004013E4 jnz short loc_4013F8
004013E6 push offset aError P04013E6 push offset aError
004013EB call printf 004013EB call printf
004013F0 add esp, 4 004013F0 add esp, 4
004013F3 Jmp loc_4016FB 004013F3 Jmp loc_4016FB
O04013F8 ; -~---rrrrrrrrrrrr e O04013F8 ; -~ rrrrrrrrr e e e
004013F8 004013F8
004013F8 loc_4013F8: 004013F8 loc_4013F8:
004013F8 movzx edx, [ebp+var_598] 004013F8 movzx edx, [ebp+port]
004013FF push edx 004013FF push edx
00401400 call ds:htons 00401400 call ds:htons
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Comments

* Press colon (:) to add a single comment

* Press semicolon (;) to echo this comment to all Xrefs
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Formatting Operands

 Hexadecimal by default
* Right-click to use other formats

mov edi, edi

push ebp

mov ebp, esp

mov eax, 1326h

call chkstk | M Usestandard symbolic constant
oY eax., % 4896 H
Xor eax, ebp in

mov [ebp+uar ! '8 114400

[Jush OFFSGE :335 %, 1001100100000b B
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Using Named Constants

* Makes Windows APl arguments clearer

Before symbolic constants After symbolic constants
mov esi, [esp+1Ch+argv] mov esi, [esp+1Ch+argv]
mov edx, [esi+4] mov edx, [esi+4]
mov edi, ds:CreateFileA mov edi, ds:CreateFileA
push 0 ; hTemplateFile push NULL ; hTemplateFile
push BOh push FILE_ATTRIBUTE_NORMAL ;
dwFlagsAndAttributes dwFlagsAndAttributes
push 3 ; push OPEN_EXISTING
dwCreationDisposition dwCreationDisposition
push 0 ; push NULL
lpSecurltyAttrlbutes LpSecurityAttributes
push 1 ; dwShareMode push FILE_SHARE_READ

’

dwShareMode
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Extending IDA with Plug-ins

|DC (IDAIS ] www.openrce.org/downloads/browse/IDA_Scripts

. . IDA script to
scripting decipher data from
Decrypt Data HCU Millenium
language) and strainer stage 1
Pvth : (AESCUL.EXE)
ython scripts This script deals with

: Delphi RTTI script Delphi RTTI
available L e

This script exports
Export To Lib all functions to a lib
file

A small IDC script
: . hacked from
o e s
format bugs

currently ...
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—_——

END OF LECTURE. THANK YOU.



