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Function Call

C:\pe>cl /EHsc print.cpp
Microsoft (R) C/C++ Optimizing Compiler Version 19.00.24210 for x86
Copyright (C) Microsoft Corporation. All rights reserved.

print.cpp
Microsoft (R) Incremental Linker Version 14.00.24210.0
Copyright (C) Microsoft Corporation. All rights reserved.

/out:print.exe
print.obj
C:\pe>
prompt (right.click on Comeand Prompt Run a5 Administrator’ optioa).
print.cpp - Notepad

File Edit Format View Help
#include <iostream>
using namespace std;
int main()

printf("%d %s\n", 2, "HELLO");

Windows (CR Ln 5, Col 25 100%

CYBR473-2023T1: Malware and Reverse Engineering




Finding the Code in IDA Pro

D IDA - print.exe C:\decomp\print.exe = X

File Edit Jump Search View Options Windows Help

e |DA ShOWS On|y S E[e o A8 Y @6 dd X > 0 OS]

- ) oo | ¢ T

Library function [l Regular function [l Instruction ' Data [l Unexplored | External symbol

L]
t h e e n t ry p O I nt ZFU“CUO"S window 08 x :l DA View-A £ O] Hex View-1 Al Structures E Enums .@ Imports ;ﬂ Exports
~

Function name

[7] sub_401000
7] sub_401020

7] sub_401030 bublic start

start proc near

<
@
e
&
]
5]
G
3

sub_40109A
sub_401145
sub_40114D

¥
L£]
Lf]
7] sub_401286 call sub_4015D2
o j 44 F
|f] sub_40129A w Joc de11s
Z start
Lf | sub_40126B
Lf | sub_401308 L
7] sub_40134C =
=" - ) 5
f | sub_40137E E\:‘
f | sub_401387
Lf ] sub_40145C loc_40115F:
|f] sub_4014F0 ” push 14h
S push offset unk_419A58
< > =
call
push 7 |
4
%, Graph overview O &8 x call Sub_40137€
; pop ecx
test al, al
jz loc_4@12CB
L/
N=5= 1
100.00% (241,19) (875,265) 000006E1 00000000004012E1: start (Synchronized with Hex View-1)
t Output window o & x
The initialuautoanalysis has been finished. =
IDC
AU: idle Down Disk: 37GB
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Use Strings, then XREF

e Shift+F12
e Double-click
e Double-click XREF
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(} IDA - print.exe C:\decomp\print.exe
File Edit Jump Search View Options Windows Help

sEie->-immn 8 3 o DO ddEF-Fw X >
I-I___

Library function |l Regular function [l Instruction Data Unexplored External symbol

[#] Functions window O & X | [[ZDAview-a (5] strings window (3 (O] Hex view-1
Function name A || Address Length Type String
[7) sub_401000 A .rdata:0041.. 00000006

Z sub_401020 's’| .rdata:0041... 00000007 C %d %s\n

SH -

z Functions window
Function name

[7] sub_401000
[7] sub_401020

e
w v
]
(vl )
&8
585
38

sub_40109A
sub_401145
sub_40114D
sub_401286
f| sub_40129A
start

sub_4012EB
sub_401308
sub_40134C

o[ [ [ N S S R (S (R[S [R

b an137e

Q IDA - print.exe C:\decomp\print.exe
| File Edit Jump Search View Options Windows Help

Library function [l Regular function [l Instruction Data Unexplored External symbol

Bl B ) o @O ddtF-#FaX POO v %l B §

0O @& x _:] 1DA View-A B3 :] smngs window @ Hex View-1 @ Structures L‘j Enums f’é Imports ;:E Exportd
~ ( db 2}
db (2
db 2
.rda F db 2
.rdata:08414160 aHello db 'HELLO',®@
ta:0041416 align 4
}, offset dword_41B8A8>
!
sub_401000 proc near ; CODE XREF: start-8Dip
push ebp |
mov ebp, esp |
push offset aHello :
push 2 |

[T UTTE S UUS IS IO0 YU UTTSTC aRETTIEIIZ KETTIEIoOZ




Disassembly in IDA Pro

* Arguments for printf() | printf("%d %s\n", 2, "HELLO");
function
sub_401000 proc near
push ebp
movV ebp. esp
e Pushed onto stack e Offter aaeile
push 2
e Reverse order hush  offset abS
. call sub 401060
 call launches function ~ . — 1
xXor eax, eax
pop ebp
retn
sub_401000 endp
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GLOBAL AND LOCAL



Global vs. Local Variables

* Global variables
o Available to any function in the program

o Stored outside all functions

* Local variables
o Defined in a function and only available to that function

o Stored on the stack
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Global vs. Local Variables (cont.)

vars.cpp - Notepad

File Edit Format View Help
#include <iostream>
using namespace std;

int g = 2; // GLOBAL VARIABLE

int main()

int: 1 =33 // LOCAL VARIABLE
pr1ntf("%d ; *s b g R ) -

Windows (CRL Ln 4, Col 4 100%
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sub_401000 proc near

var_4= dword ptr -4

push ebp

mov ebp, esp

push ecx

mov [ebp+var_4], 3
mov eax, [ebp+var_4]
push eax

mov ecx, dword_41B000
push ecx

push offset aDD
call sub_401070

add esp, ¢@Ch
xor eax, eax
mov esp, ebp
pop ebp

retn

sub_401000 endp




ARITHMETIC OPERATIONS



Arithmetic Operations

push ebp
#include <iostream> mov =bp, ?fp
) sub esp, 18h
using namespace std; MoV [ebp+var 8], 3
mov [ebptvar_4], &
void main() mov eax, [ebp+var 8]
{ add eax, [ebpt+var_4]
int i = 3: mov [ebpt+var_18], eax
] . ! mov ecx, [ebpt+var_4]
int j = 6; sub ecx, [ebpt+var_8]
int k = i + 3; mov [ebptvar 14], ecx
int 1 = j - i; mov edx, [ebpt+var_4]
int m = j * i; imul edx, [ebp+'-..‘ar_8]
float n = (float)j / (float)i; mov ~ [ebptvar_18], edx
] " . . . cvtsi2ss xmm@, [ebptvar 4]
printf("%d %d %d %d %d Ef\n", i, j, k, 1, m, n); cvtsi2ss xmml, [ebp+var 5]
} divss ¥mm@, xmml
movss  [ebpt+var C], xmm@
cvtss2sd xmm@, [ebpt+var (]
sub esp, 8
movsd [esp+28h+var_ 28], xmm@
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BRANCHING (')



Branching (if)

#include <iostream>

sub_481088 proc near

var_4= dword ptr -4

push ebp

mov ebp, esp

push ecx

mov [ebp+var_4], 3
cmp [ebp+var_4], @
jle short loc_481628

]

[l et (=]

using namespace std;

[l i (=

push offset aIlsPositive ; "i is positiveld
call sub_481830 loc_4e1028:
void main() aldd esp, 4 push offset allsNotPositive ; not positive
jmp short loc_48182D call sub_4810880
{ add esp, 4
int i = 3; |
if (i > @) { .-

printf("i is positive\n");
} else {
printf("i is not positive\n

}

");
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FOR LOOPS



Finding £for Loops

* Four components
o Initialization: i starts at O

int i; T

o Comparison: is i<100 ?
for([L=0; [1<100f |[1++) o Execution: printf
{ o Increment/decrement: i++

printf[ "1 equals %d\n", 1);

}

CYBR473-2023T1: Malware and Reverse Engineering slide 13



Finding for Loops (cont.)

00401004 mov [ebp+var_4], 0 Initialization
00401008 jmp short loc_401016 M

0040100D loc_40100D:

0040106D mov eax, [ebp+var_4] B

00401010 add eax, 1 Increment
00401013 mov [ebp+var_4], eax f

00401016 loc_401016:

00401016 cmp [ebp+var_4], 64h Corisatioon
0040101A jge short loc_40102F [

0040101C mov ecx, [ebp+var_4]

0040101F push ecx

00401020 push offset aID ; "1 equals %d\n"
00401025 call printf

0040102A add esp, 8 ' .
0040102D jmp short loc_40100D Sxecution
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ARRAYS



Arrays

int b[5] = {123,87,487,7,978};
void main()
{
int 1;
int a[5];
for(i = 0; 1<5; i++)
{
a[i] = i;
b[i] = 1;
}
}

00401006
0040100D
0040100F
0040100F
00401012
00401015
00401018
00401018
0040101C
0040101E
00401021
00401024
00401028
0040102B
0040102E
00401035

mov
jmp

loc_40100F:

mov
add
mov

loc_401018:

cmp
jge
mov
mov
mov
mov
mov
mov

jmp

[ebp+var_18], 0
short loc_401018

eax, [ebp+var_18]
eax, 1
[ebp+var_18], eax

[ebp+var_18], 5

short loc_401037

ecx, [ebp+var_18]

edx, [ebp+var_18]
[ebp+ecx*4+var_14], edx Ml
eax, [ebp+var_18]

ecx, [ebp+var_18]
dword_40A000[ecx*4], eax H
short loc_40100F

Initialization

Increment

Comparison

Assign value to
Elementinb
(base is var_14)

Assign value to
Elementin a
(base is dword_40A000)
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SUMMARY




Summary

* Finding the Code
o Strings, then XREF
* Function Call
o Arguments pushed onto stack
o Reverse order
o call
e Variables
o Global: in memory, available to all functions
o Local: on stack, only available to one function
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Summary (cont.)

* Arithmetic
o Move variables into registers
o Perform arithmetic (add, sub, idiv, etc.)
o Move results back into variables
* Branching
o Compare (cmp, test, etc.)
o Conditional jump (jz, jnz, etc.)
o Red arrow if false, green arrow if true
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—_——

END OF LECTURE. THANK YOU.



