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History

* OllyDbg was developed more than a decade ago

* First used to crack software and to develop exploits

* The OllyDbg 1.1 source code was purchased by Immunity
and rebranded as Immunity Debugger

* The two products are very similar

slide 1

CYBR473-2023T1: Malware and Reverse Engineering



Don't Use OllyDbg 2!

OllyDbg 1.10 OllyDbg 2.01

| Call export in ws2_32.dll Call DLL export

I . :
Export: [71AC1848  accept Export \ “e"t"y"t |
ACI040  accep -
3 1 Fid4 in f Noad?{AC1@48 accept
v "; :35;% closesocket 71AB4488 bind
7 EGE %32225517-.,,;0 (" hDLLI{71AB3E2B closesocket
1 PR S, B ik Branass
v e 71AB2BAB FreeAddrInfol
| oiaRsies  SEEheItRYATN i 71AB2A6F getaddrinfo
; Eg%ggg gggﬂgzé?:?g " CalRel71AB2899 tAddrInfol
a r 71ABE491 gethosthyaddr
I ISRIC) clebeags Cevhianelnow @ |71ABSISS  gothosthynane
| HElE e, 21002448 gethostnane
I 8 (* pRess|?1ABCH6BY etnameinfo
v e [PloiREEEEE SITIZRUBNDATE o——|21ABC504  GetName Infoll
it e T
Z1AB2EE] ?net_addxp‘ 71ABE18E getprotobynane
[~ 4 [7|Z1AB4SC1 inet”ntoa " A4 |7LABEBCC getprotobynunber
;Eggggg i?g‘glﬁoc"e‘ _~__|71ABE7A3 getservbyname
Z10B1273  <MaduleEntryPoint > | 71ABESBS getservhyport
71AEBZEAD ntohl 71AB3D1A getsockname
s [F|7iggsess neohs ~ Arg5 |7AAB46EA  getsockopt
TIREZFFT recufrom ~———71ABZEAD htonl
71AB38AS =elect | 71AB2ES3 htons
[ & [FLZ1AB4CZ27 send : 71ABZEE1  inet_addr
 p |71AB45C1  dinet_ntoa
A19° |21AB3IFS@  ioctlsocket
| 71ABBCD3 1listen
71AB676F recv
* Arg7 |7LAB2ZFF?  recufrom
f97 |71AB3AA8  select
71AB4C27 send
71AB2F51 sendto
» 71AB4521 setsockopt
A9 |71ACOBF6  shutdown
| 71AB4211 socket
71AC211D WEP
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MALWARE




Ways to Debug Malware — Load

* You can load EXEs or DLLs directly into OllyDbg

* Opening and EXE
o File, Open
o Add command-line arguments if needed
o OllyDbg will stop at the entry point, WinMain, if it can be
determined
o Otherwise it will break at the entry point defined in the PE

Header
= Configurable in Options, Debugging Options
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Ways to Debug Malware (cont.) — Attach

* If the malware is already running, you can attach OllyDbg
to the running process

e Attaching to a running process
o File, Attach

o OllyDbg breaks in and pauses the program and all threads
= |f you catch itin DLL, set a breakpoint on access to the entire code
section to get to the interesting code
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Reloading a File

e Ctrl+F2 reloads the current executable

* F2 sets a breakpoint
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The OllyDbg Interface

r Y
%% OllyDbg - Lab09-01.exe - [CPU - main thread, module Lab09-01] ==
File View Debug Trace Options Windows Help - [ & %

0| Fiin BN 80 sEvTics siME
5 Saco- KR ERG.EAk ~ [Begisters (FPU) . -
SF POF EOI
SE POP ESI
SB POP EBX
RETN

PUSH EBP
Registers
FF PUSH -1
3 828B14000 | PUSH OFFSET 9@40B138
3 ACE44008 | PUSH BB4864AC
4:A1 B086681 MOU EAX,DWORD PTR FS:[8]
PUSH ERAX

m

FFFFF
FFFFF
FFFFFF
BA(FFF)

Instal

Disassembler
Highlight: next instruction to be
g executed
i 8355 ShERanal HOU DibRD BTA- DS: [46EE7S1,ECK

Stack [BBI2FF88] ]
EBP=0812FF24

Jersiol _NOT_FOUND

ST s = M ON O
o b=l

cDI

r B B BB @8 (6T
T4IV[RETURN to kernel
.P:0

AN

@ou| RETURN to ntdll.
Pzo

leEntryPoint

M Edw
L -]

to ntdll.77F

N from ntdll.77A7
B1.<{Modu leEntruP

Entry point of main module [Paused

int
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Modifying Data

* Disassembler window
o Press spacebar
* Registers or Stack
o Right-click, modify
* Memory dump
o Right-click, Binary, Edit
o Ctrl+G to go to a memory location
o Right-click a memory address in another pane and click “Follow

in dump”
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Memory Map

e EXE and DLLs
are identified

* Double-click
any row to
show a
memory dump

* Right-click,
View in
Disassembler

N

@ Memory map

Address |Size Owner Sect ion Contains |Type Access | Initial|Mapped as
B0016000| 66610008 Map | RW RU
B0020000| 00016008 Map |RW RUW
B0120006| 60061608 Priv/RW GuajRW Gua
B012E000| 06002008 Stack of main thr«Priv|RU RUW
80130000 | 6004008 Map R
80140000| 00001008 Priv|RW RW
93150000 | BBB67E00 Map |R R sDevicesHarddiskVolumelsllindows \System32slocale.nls
B01C0006| 06001008 Priv|RW RUW
8010686606 | 000616008 Priv| RW RUW
80240000 | 0603008 Priv|RW RU
BR2ABA0G | BBBASHAE Priv|RW RUW
B0400000| 00001008| Lab82-61 PE header Img |R RWE Cop:
BB401000| 0000ABAE| LabB9-01 | . text Code Ima (R E RWE Cop:
BB40B000| 000016000 Lab89-81| .rdata Imports Img |R RWE Cop:
BBa48CH00| 0005008 | LabB9-01 | .data Data Img |RW Cop{RWE Cop
BB420000| 0605008 Map |R R
BBR4EBO00| 0003008 Map |R R
BE4FBO06| 00101608 GDI handles Map |R R
BR600A00 | BBB3E008 Map |R R
75CE60006| 08001608 KERNELER PE header Img |R RWE Cop:
75C61000 08044000 KERNELEA Ima (R E RUWE Cop!
7SCASH0G| 08002008 KERNELER Img |RW RWE Cop:
7SCA7000 | 080a4000) KERNELBA Img |R RWE Cop:
7SEEB00G| 00001068 NSI PE header Img |R RWE Cop:
7SEB1066| 60002008 NSI Ima R E RWE Cop:
7SEB3006| 06001068 NSI Img |RW RWE Cop:
7SEB40006| 80002008 NSI Ima |R RWE Cop:
7SECH006| 000016008 SHELL32 PE header Ima |R RWE Cop:
7SEC1006| 863C8008| SHELL32 Img |R E RWE Cop:
76289000| 00067008 SHELL32 Img |RW Cop{RWE Cop
76290000| 62379008 SHELL32 Ima |R RWE Cop:
76B10006| 080616068 USER32 PE header Ima |R RWE Cop:
76B11006) 66068008 USER32 Ima R E RUWE Cop:
76B79000| 00061008 USER32 Img |RW RWE Cop:
76BYAG0G| BBASFB08| USER32 Imga |R RWE Cop:
7YEBEBOBA| 68081008 | sechost PE header Img |R RWE Cop:!
76BE1006| B0013008| sechost Ima R E RWE Cop:
7EBF4000| 08002008 | sechost Img |RW CoptRWE Cop
76BF7000| BB002008| sechost Img |R RWE Cop:
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Rebasing

e Rebasing occurs when a module is not loaded at its

preferred base address

* PE files have a preferred base address

o The image base in the PE header
o Usually, the file is loaded at that address
o Most EXEs are designed to be loaded at 0x00400000

* EXEs that support Address Space Layout Randomization
(ASLR) will often be relocated

slide 12
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DLL Rebasing

 DLLs are more commonly relocated

o Because a single application may import many DLLs

o Windows DLLs have different base addresses to avoid this

o Third-party DLLs often have the same preferred base address
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Absolute vs. Relative Addresses

 The first 3 instructions will work fine if relocated because
they use relative addresses

* The last one has an absolute address that will be wrong if
the code is relocated

00401203 mov eax, [ebp+var 8]
00401206 cmp [ebp+var 4], 0
0040120a jnz loc_ 0040120
0040120c fmov eax, dword_40CF60
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Fix-up Locations

* Most DLLS have a list of fix-up locations in the . reloc

section of the PE header
o These are instructions that must be changed when code is
relocated

 DLLs are loaded after the EXE and in any order
* You cannot predict where DLLs will be located in memory

if they are rebased
* Example . reloc section on next slide
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Fix-up Locations (cont.)

p
PEID v0.95 =) 5%
File: |C:\Windows\System32\DeviceMetadataParsers.dll 1o
Entrypoint: [0000497D EP Section: |[.text B
File Offset: [00003D7D FirstBytes: [8B,FF,55,88 | > |
Linker Info: |9.0 Subsystem: |Win32 console | > |
Windows Icon Graphics format *
Multi Scan Task Viewer Options About | Exit |
[V Stay on top wo || ->

Section Viewer

CYBR473-2023T1: Malware and Reverse Engineering

Name V. Offset

Jtext 00001000
.data 00006000
JISIC 00007000
reloc 00008000

V. Size

00004DE3
000003E4
00000438
00000518

R. Offset

00000400
00005200
00005400
00005A00

Close

R. Size

00004E00
00000200
00000600
00000600

Flags

60000020
C0000040
40000040
42000040
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DLL Rebasing

e DLLS can have their . reloc removed

o Such a DLL cannot be relocated
o Must load at its preferred base address

* Relocating DLLs is bad for performance
o Adds to load time
o So good programmers specify non-default base addresses
when compiling DLLs
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Example of DLL Rebasing Olly Memory Map

 DLL-A and DLL-B prefer location 0x100000000

AB340000
A834 1664
AB34RB04
aB34CH04
AB34FB66
BB356000
A8408000
a8461000
a841 1668
884156068
a841700a
A84 186008
B8419664
18686864
16861864
1686RB84
16868Ca04
1686F 884
16816864

ABBa186a
alalaloiolnlels
ABBB2000
alalaloiclnlals
aBBa186a
ABBa1860
alalalopelals
B6E10604
BBBa4800
ABBn2000
aBBa 1864
aBBa186a
aBBa1860
aBBa186a
alalaloielnlals
ABan2000
alalaloiclnlals
ABBE1864
BBBa 1860

OLL-B

TeRt
rdats
.dats
«LTETC
.reloc

tertbss
LEeHt
rdats
data

. ldata
«CETC

LERT
rdats
data
TErC
reloc

PE header
code
LMports, exps
data
resources
relocations
PE header
code

SFX

data
imports
resources
PE header
code
LMports, exps
data
resources
relocations

Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag

ADDDDDDDNDDDNDNDDDDNDNIDDD

RWE
RWE
RWE
RUWE
RWE
RWE
RUWE
RUWE
RUWE
RUWE
RWE
RUWE
RWE
RUWE
RWE
RWE
RWE
RWE
RUWE
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IDA Pro

* IDA Pro is not attached to a real running process
* It doesn't know about rebasing

* If you use OllyDbg and IDA Pro at the same time, you

may get different results
o To avoid this, use the “Manual Load” option in IDA Pro
o Specify the virtual base address manually

slide 19
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Viewing Threads and Stacks

* View, Threads

* Right-click a thread to “Open in CPU”, kill it, etc.

; 7 l - - L= Fy VWl WV W e
Threads |||
Ord | Ident Window's title Last error |Entr9 TIB Suspend |Priority User time System time
§ Main| 0BBBBF34| Cisco Packet Traci ERROR_SUCCESS (00 7FFOFBB6| 6. Normal 1.1544 = A.2964
2. | 680808428 ERROR_SUCCESS (861 7929345SE| 7FFDEGBA| 8, Normal 8.0008 < 8.60008 <
3. | 886867 C4 ERROR_SUCCESS (861 76EGEB16| PFFDDBGA| B, Normal 8.60008 < 8.0008 <
4. | 8860006414 ERROR_SUCCESS (8@1 76EED34E| PFFDCOGA| B, Normal 8.6008 < 8.6008 <
S. | BB6B6ARASH ERROR_SUCCESS (8&1 76EED34E| PFFDBGGA| B, Normal 8.60008 < 8.60008 <
6. | BB6BR33C ERROR_SUCCESS (8@1 763DC33D| 7FFDAGAA| 8. Normal 8.0008 < 8.6008 <
7. | BB0B60SCS ERROR_SUCCESS (981 749EE6F 14| PFFD9G63| 8. High 8.8608 < 8.0008 <
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Each Thread Has its Own Stack

* Visible in Memory Map

r

@ Memory map

Address |Size Owner Sect ion Contains Type
BSASHRRAE| ABSHRBEA Priv
B528506808 | BBASABOA Priv
BES200008| BB3FCH0A Map
860106868 | BBBB2000 Priv
B6D1FB868| BBBAE10864 Stack of thread 2. (886088423) Priv
BEeE1DBB6| BBBB2B00 Priv
BEE1FBB68| BBBA 16864 Stack of thread 3. (8860887C4) Priv
B6F 166868 | BBBEDBOA Priv
B7ADBBBAE | BBEESH0A Priv
828280688 | BBBR2B04 Priv
BS28F086| BBBAE 1666 Stack of thread 4. (886068414) Priv
8283806868 | BBRHR2000 Priv
B3838FB868| BBBA108604 Stack of thread S. (B0608BARASA) Priv
B248CH008| BBBHB2000 Priv
B248E60808| BBBHB2000 Stack of thread 6. (8868893C) Priv
B35806AAa | BBRB2B00 Priv
B2S8FABG| BBBA1666 Stack of thread 7. (8860883CS) Priv
826300808 | BBB19864 Priv
B26700008| BB21FB06 Map
B82B0AaBAa| B1CS7000 Priv
A0OC1 ARAR! ARI E£ARR Pwin

|Access | Initial
RW RW
RW RW
R R
RW GualRW Guas
R Rl
RW GuaiRW Gua:
RW RW
RW RW
RW RW
RW GualRW Gua;
RW RW
RW GualRW Gua:
R RW
RW GuaiRW Guas
RW RW
RW GuaiRW Guas
RW RW
R Rl
RW RW
RW RW

CYBR473-2023T1: Malware and Reverse Engineering
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ASLR is Fading

* Address Space Layout Randomization
o “ASLR is fundamentally flawed in sandboxed environments such
as JavaScript and future defenses should not rely on
randomized virtual addresses as a building block.”

e https://www.theregister.com/2021/02/26/chrome_aslr
bypass/
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OllyDbg Code-Executing Options

Function Menu Hotkey Button
Run/Play Debug » Run F9 >
Pause Debug » Pause F12 1

Run to selection Breakpoint » Run to Selection F4

Run until return Debug » Execute till Return CTRL-F9 2

Run until user code Debug » Execute till User Code ALT-F9

Single-step/step-into Debug » Step Into F7 &
Step-over Debug » Step Over F8 ]
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Run and Pause

* You could Run a program and click Pause when it's where
you want it to be

e But that's sloppy and might leave you somewhere
uninteresting, such as inside library code

e Setting breakpoints is much better
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Run and Run to Selection

* Run is useful to resume execution after hitting a
breakpoint

* Run to Selection will execute until just before the

selected instruction is executed
o If the selection is never executed, it will run indefinitely
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Execute till Return

* Pauses execution until just before the current function is
set to return

e Can be useful if you want to finish the current function
and stop

e But if the function never ends, the program will continue
to run indefinitely
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Execute till User Code

e Useful if you get lost in library code during debugging

 Program will continue to run until it hit compiled

malware code
o Typically the . text section
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Stepping Through Code

* F7—Single-step (also called step-into)

* F8—Step-over
o Stepping-over means all the code is executed, but you don't
see it happen

 Some malware is designed to fool you, by calling routines
and never returning, so stepping over will miss the most
Important part
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BREAKPOINTS




Types of Breakpoints

* Software breakpoints
 Hardware breakpoints
* Conditional breakpoints
* Breakpoints on memory

* F2 - Add or remove a breakpoint
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Viewing Active Breakpoints

* View, Breakpoints, or click B
icon on toolbar
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r
% OllyDbg - PacketTracer5.exe e B B9 -

File View Debug Trace Options Windows Help

B x| > wi¥$4E HU] L]EjmMT]c|..| B|M H]|

.CPU main thread, module QtCored

INC ESI Reqi (F
eglsters
SBF? CMP _ESI,EDI il
7C E3 JL SHORT 670F6913
2BSC24 20 MOU EEX,DWORD PTR SS:[ESP+2@]
3l MOU ECK, EBX

ECB

ES 7S29DB168 CALL ‘7aboutToBlcck@QﬂbstractEuentDispat
6A B2 PUSH 2

68 FFOB0000 PUSH GFF

6R FF

809424 AGOBOOOI LEFl EDX [ESP+BRA]
2 PUSH

s7 PUSH EDI
FF1S 9CR41267 CFILLEDlIJORDXPTR DS: [{&USER32.MsgllaitForM

SBFG MOV ESI,ERX
ggp;‘tQDBl@B EH%L "awake@QﬂbstractEventDispatcher@@l

MP ESI,EDI
JNE SHDRT 67BFEI79

73 19

8B45S 78 MOU EAX,DWORD PTR SS:[EBP+781] LastErr
8B48 @8 MOU ECX DWORD PTR DS:[ERAX+8] e
B3CE ADD ECX,ESI . BB81824¢
335488 14 MDUHEEEXDNORD PTR DS: [ECK#4+ERX+14]

PUS
SBCD MOV ECX,EBP

ES 1CDDFFFF CALL &678F4698

Cé4424 16 @81 MOV BYTE PTR SS:[ESP+161,1
SB2424 92010061 MOV EAX, DWORD PTR SS: [ESP+198] Y.

.INT3 breakpoints l =|[-E '@

Rddress |Modu le IStatus IDisassenbly lCom -
-C| @tCore4 |RActive PUSH _EDX
Y 74| @tCored |Active MOY BYTE PTR SS:[ESP+161,1
o7 abacalar N FC T LATI L= ) | ! LATIS =L~ =} B LATISE L= = B N PR — g ) |
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OllyDbg Breakingpoint Options

Function Right-click menu Hotkey
selection

Software breakpoint Breakpoint » Toggle F2

Conditional breakpoint Breakpoint » SHIFT-F2
Conditional

Hardware breakpoint Breakpoint » Hardware,

on Execution

Memory breakpoint on access Breakpoint » Memory, F2 (select
(read, write, or execute) on Access memory)
Memory breakpoint on write Breakpoint » Memory,

on Write
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Saving Breakpoints

* When you close OllyDbg, it saves your breakpoints

* If you open the same file again, the breakpoints are still
available
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Software Breakpoints

e Useful for string decoders

 Malware authors often obfuscate strings
o With a string decoder that is called before each string is used

push offset "4NNpTNHLKIXoPm7iBhUAjvRKNauvBlr"
call String Decoder

push offset "ugKLdNLLT6emldCeZi72mUjieuBqdfzZ"
call String Decoder
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String Decoders

e Put a breakpoint at the end of the decoder routine
* The string becomes readable on the stack
Each time you press Play in OllyDbg, the program will

execute and will break when a string is decoded for use

* This method will only reveal strings as they are used
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Conditional Breakpoints

* Breaks only when a condition is true

e Ex: Poison lvy backdoor
o Poison Ivy allocates memory to house the shellcode it receives
from Command and Control (C&C) servers
o Most memory allocations are for other purposes and

uninteresting
o Set a conditional breakpoint at the VirtualAlloc function

in Kernel32.d1l1l
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Normal Breakpoint

e Put a standard breakpoint at the start of the
VirtualAlloc function

* Here's the stack when it hits, showing five items:
o Return address
o 4 parameters (Address, Size, AllocationType, Protect)

aa9saa7C|rCALL to UVirtualAl loc from 889586879
AACZFDE4 | 8888aaaa| | Address = NULL

AACZFDES| 988880823 Size = 29 (41.)

AACIFOEC| B8ea1eea|l Al locat ionType = MEM_COMMIT
AACZFDCE| Baapaad4a | LProtect = PAGE_EXECUTE_RERDWRITE
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Conditional Breakpoint

1. Right-click in the disassembler window on the first
instruction of the function, and select Breakpoint P
Conditional. This brings up a dialog asking for the
conditional expression.

2. Set the expression and click OK. In this example, use
[ESP+8]>100.

3. Click Play and wait for the code to break.

CPU - thread 00000BES, module kernel32
MOU EDI, EOT
PUSH_EBP
MU EEP, ESP
PUSH DWORD PTR S$S:[EBP+14] [
FF7S 10 PUSH DWORD PTR $3: [EBP+18]
condition at kernel32.VirtualAlloc x|
El
| 0K I Cancel |
3 NOP
€A 18 PUSH 1@
4| 63 CAIASATC PUSH kernel32.7C289ACH =
o] ES 4820FFFF CALL kernel32, PCEA24CE
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Hardware Breakpints

 Don't alter code, stack, or any target resource

 Don't slow down execution

* But you can only set 4 at a time

* Click Breakpoint, “Hardware, on Execution”

* You can set OllyDbg to use hardware breakpoints by
default in Debugging Options

o Useful if malware uses anti-debugging techniques
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Memory Breakpoints

e Code breaks on access to specified memory location

* OllyDbg supports software and hardware memory
breakpoints

 Can break on read, write, execute, or any access

* Right-click memory location, click Breakpoint, “Memory,
on Access”
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Memory Breakpoints (cont.)

* You can only set one memory breakpoint at a time

* OllyDbg implements memory breakpoints by changing
the attributes of memory blocks

* This technique is not reliable and has considerable
overhead

* Use memory breakpoints sparingly
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When is a DLL Used?

1. Bring up the Memory Map window and right-click the
DLL’s .text section (the section that contains the
program’s executable code).

Select Set Memory Breakpoint on Access.
Press F9 or click the play button to resume execution.

L I

The program should break when execution ends up in the
DLL’s . text section.
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LOADING DLLS




loaddll . exe

* DLLs cannot be executed directly

* OllyDbg uses a dummy loaddll . exe program to load
them

* Breaks at the DLL entry point DLLMain once the DLL is
loaded

* Press Play to run DLLMain and initialize the DLL for use
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Demo

Get OllyDbg 1.10, NOT 2.00 or 2.01
e Use Win 2016 Server, 64 bit

In OllyDbg, open
C:\Windows\SysWOW64\ws2 32.d1l1

 (Click Yes at this box
=

|'  -~  | File "C:\Windows\System32'ws2_32.dll' is a Dynamic Link Library.
P Windows can't execute DLLs directly. Launch LOADDLL.EXE?

Yes Mo
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Demo: Calling DLL Exports

* Click Debug, Call

DLL Export It R Y O e 1 o - A S Y P I e e
. [75SBEC750 | -$ 8BFF MOV EDI,EDI ~|Reg
fa I IS beca use 75BEC752 - 35 PUSH EBP Call export in ws2_32.dll x
75BEC753|| . 8BEC MOV EBP,ESP
75BEC755 . 8B55 08 MOV EDX,DWORD PT Export: |?5BEC?58 ntohl j_[ zureb fun?:ion (nuts?d: effects)
DLLMaIn has nOt 75BEC758|| . 8BC2 MOV EAX,EDX T | Numbher'of argunents: 1.
75BEC75A|| . 8BCA MOV ECX,EDX Follow in Disassembler
75BEC75C|| . 25 OOFFO000 |AND EAX,OFF00 _ S i
yet been run 75ecrel| | clel 10 SHL_ECX,10 vu [Eees =] [307rnoan oo o oa g ua 0o OB B TS, o
BEC - BC. OR EAX' ECX (Pushed last) AA7FAN11 |00 PO PP 90 90 B0 6O 0O ...
75BEC766|| . 8BCA MOV ECX,EDX r2 o = EAX o =| jataazrea
75BEC768 | . 81E1 0000FF00 AND ECX,0FF0000 ’ ECX [0 ~| [eeee7Fe0
75BEC76E|| . C1EA 10 SHR EDX,10
75BEC771|| . OBCA OR ECX,EDX LR - | e ~| naaaaa7r
[ ] Reload the DLL 75BEC773|| . C1EO 08 SHL EAX,8 EBX [0 ~| [eoa0as08
75BEC776|| . C1E9 08 SHR ECX,8 Lo =] | .
. 75BeC779|| . oBcl OR EAX,ECX EELYl0 i jescoscee
75BEC77B|| . 5D POP EBP rs [@ | EDI [@ ~| [peenoene
(Ctrl+F2), click Run [zl 2 0 222 | el
758ECZ7F (de INT3 re [@ | Done
75BEC780 cc INT3 ’
utton once beoss| o . _
75BEC782 cc INT3 | T — =
75BEC783 cc INT3
75BEC784 cc INT3 rs [o =l ' [~ Pause after call
1 75BEC785 cc INT3
* Click Debug, Call |5 & ]
Z5pecr787 Ve d INTR
Local calls from 75BDB5C8, 75BE7FEB
DLLE rt — now o 2 |
Xpo Address |Hex dump [AsciI CPushed £irst) Close
75C19000| FO 49 BE 7520 95 Cl 75]|0I%u =Au UUUDFFS5 | UUZASUUU 5

it works
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Demo: Running ntohl

e Converts a 32-bit number from network to host byte
order

* Click argument 1, typein 7£000001
o0 127.0.0.1 in “network” byte order

 Click “Follow in Disassembler” to see the code
e Click “Call” to run the function

e Answer in EAX

CYBR473-2023T1: Malware and Reverse Engineering slide 48




TRACING




Tracing

 Powerful debugging technique
e Records detailed execution information

* Types of Tracing
o Standard Back Trace
o Call Stack Trace
o Run Trace
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Tracing: Standard Back Trace

* You move through the disassembler with the Step Into and
Step Over buttons

* OllyDbg is recording your movement

* Use minus (-) key on keyboard to see previous instructions
o But you won't see previous register values

* Plus (+) key takes you forward
o If you used Step Over, you cannot go back and decide to Step Into
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Tracing: Call Stack Trace

* Views the execution path to a given function

e Click View, Call Stack

* Displays the sequence of calls to reach your current
location
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Demo from EasyCTF 2017

* Simple guessing game

* Wrong answer produces an insult

C:\Users\Administrator\Documents\easy\new>00000.exe
Launch codes?

1
I think my dog figured this out before you.

C:\Users\Administrator\Documents\easy\new>
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Entiremain () in OllyDbg

OllyDbg - 00000.exe - [CPU - main thread, module 00000]

@ File View Debug Plugins Options Window Help

08402 086
68462068
gese2e11
g8462612
ae4820817
ge482e81c
g84620622
684620625
88462620
8848202F
68482034
884620630
8846263C
88462042
68482044
88482049
88462040
804062 64F
884620855
68462058
884820850
88482065F
884620865
88462066
88482067
88482069

r$

>

68 SE30480808
FF15 44184008
58
68 6C3040008
68 8430480808
FF15 48184008
83C4 68
A1 868384808
B9 EDA7ABA1
E8 CFFFFFFF
3885 6C304008
.75 1E
8ABD B7304008
D3F8
25 FFoooees
58
68 34304800
FF15 4C18408088
83C4 B8
~EB BC
68 88304800
FF15 44184008
58
c3
g1c8
c3

PUSH 008006.088403685E

CALL DWORD PTR D3:[<&msvcrt.puts>]
POP EAX

PUSH 00008.08483066C

PUSH 00800.00403004

CALL DWORD PTR DS:[<&msucrt.scanf>]
ADD ESP,8

MOU EAX,DWORD PTR DS:[483080]

HOU ECX,A1A8AYED

CALL 08080.80402003

CHP EAX,DWORD PTR DS:[48386C]

JHZ SHORT O6080.0848285A

MOU CL,BYTE PTR D3S:[483867]

SAR EAX,CL

AND EAX,BFF

PUSH EAX

PUSH 00800.00403834

CALL DWORD PTR DS:[<&msvcrt.printf>]
ADD ESP,8

JHP SHORT 00000.884028066

PUSH 080080.080403008

CALL DWORD PTR DS:[<&msvcrt.puts:]
POP EAX

RETH

ADD EAX,ECX

RETH

Blux| win| v+ $1i o] » LIE[M[T|WIH[c|/|K[B[R|..|5] i5[H?]

5 = "Launch codes?"

puts

rformat = ""%d"
msvcrt.scanf

{%e>
[Fnrmat = "Wouw you got it. Here is the result: {(%c)"
printf

s = "I think my dog figured this out before you.”
puts
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Step into puts

* Press F7 twice

e Click View, Call Stack

OllyDbg - 00000.exe - [Call stack of main thread]

@ File View Debug Plugins Options Window Help
44| x| w11 Wi[4:| 3:| )i )| =i L|E|M|T|W|H|C|/|K|B|R|..]5]| == 7?

Address |[Stack Procedure ~ arguments Called from

HAU6FF84 AB462811 | ¥ msvcrt.puts AdAd . {ModuleEntryPoint >+5
HBB6FF88 BBA48365E z = "Launch codes?"

BBB6FFEC 77484911 Hayhe #8888 . <ModuleEntryPoint > kernel3d2.?748498F
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Step Into Again

* Click View, CPU
e Press F7 three times
e Click View, Call Stack

* New function appears at top

OllyDbg - 00000.exe - [Call stack of main thread]

IEl File WView Debug Plugine Options Window Help
| 44| % w1 %:(+5 35 )i =)| =i L|E|M|T|W/H|C|/|K|B|R|...|8| IZ|E7?

Address |Stack Procedure ~ arguments Called from

BABGFFE?S | 771A7738 | 7 msuvcrt . 77139CD4 msucrt . P71A772B

HAB6FF84 88482611 |7 msvcrt.puts #8808 . <ModuleEntryPoint >+5
BAU6FF88 | AA48365E = = "Launch codes?"

BBA6FF8C | 77484911 HMavhe 888686.<ModuleEntryPoint kernel3d2.?748498F
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Return

* Click View, CPU

* Press F7 22 times, until the RETN and execute it

e Click View, Call Stack

OllyDbg - 00000.exe - [Call stack of main thread]

@ File View Debug Plugins Options Window Help

Sl x| wju| w4 e 1 A | L[E[M|T|WH|Cc|/|K|B[R[..|5] i=|E]?]

Address |Stack Procedure ~ arguments Called from Frame
VBB FF84 | AA4820811 | Y msvcrt.puts #9988 . <{ModuleEntryPoint >+5 |HBHB6FF8A
BB FF88 | AA4A3A5E z = "Launch codes?"

BBB6FF8C | 77484211 | Mavhe 8886808.<ModuleEntryPoint> kernel32 . 77484960F B886FF?4
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A Deeper Call Stack

r Y
* OllyDbg - Lab09-01.exe l = | E iz-]
File View Debug Plugins Options Window Help

(Bl x] »ju] s+ $4 H] »f L[E[m[T|w[H[c[/[K[B[R].|S] E[E]?]

CPU - thread 00000F20, module CFGMGR32 =1 >SS
[FECI5FF7| 6A 18 PUSH 18 Registers (FPU)
FF2| 68 7aeacars PUSH CFGMGR32.75C96670 o [
FE| E8 29BZFFFF CALL CFGMGR32.75C9122C

33FF ¥OR EDI,EDI

897D E4 MOU DWORD PTR $S:[EBP-1C],EDI

897D EG@ MOU DWORD PTR SS:[EBP-281,EDI

-

[K] Call stack of thread 00000F20 =N R =™
Address | Stack Procedure < arguments Called from |Fram -
B177F7B4| 77AC43FC| Includes ntdll.KiFastSys ntdll.77AC43FRA a17vk
B177F708| 7SF5B346| ntdl L. ZwAlpcConnectPo RPCRT4.75F58348 a177F
B177F7D4| 7SF4FS1E 7SFSa10a RPCRT4.75F4F519 a1vvr
B177FS884| 7SF4F3FE . TSF4F 41 RPCRT4.75F4F3F2 a17vr
B177FS838| 7SF38460 7SF4 RPCRT4.75F38468 a1vvr
B177FS888| YSF4BC1E es RPCRT4.7SF &0 RPCRT4.75F4BC18 @177k
B177FSAC| 7SF49060 ufferllithObject RPCRT4.75F49068 a17vE
B177FSBC| 7SF4AB41 r RPCRT4.75F4RAB3C | B177F
B177FSCC| YSFASY18 RPCRT4.7SFRS712 @177k
B177FCFB| 7SC68BE6 | CFGMGR32. 75C960B1 a177F
B177FDBS| 75C96055 | C CFGMGR32. 75C96050 a177F
B177FDSC| 762E0356| 7 C SHELL32.762E0358 a177F
B177FD98| 762EQ2ED| SHELL32.762EB2ES a177F
@177FDAS| 77B9BECF SHLWAPI. 77@9B6CD a177F
a177FDBE| 77ARB338 ntdll.77AAB335 a177r

l Process terminated, exit code 0 [ Terminated
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Tracing: Run Trace

 Code runs, and OllyDbg saves every executed instruction
and all changes to registers and flags

* Highlight code, right-click, Run Trace, Add Selection

e After code executes, View, Run Trace
o To see instructions that were executed
o + and - keys to step forward and backwards
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Demo: Run Trace of 00000 . exe

* Highlight code, right-click, Run Trace, Add Selection

3 OllyDbg - 00000.exe - [CPU - main thread, module 00000]

£|F||e View Debug Plugins Options Window Help

B4 x| »u| i+ $4 Y + LjE[M[T|w/H[c|/|K|B|R]..|S| iZ]3H]2]
EIXTXI -$ 68 SE304000 PUSH 00000.0040305E

“Launch codes?"

00402008 | . FF15 44104000 CALL DWORD PTR DS:[<&msvcrt.puts>] I:puts

00402011 | . 58 POP EAX

00402012 | . 68 6C304000 | PusH 00000.0040306C

00402017 | . 68 04304000 PusH 00000.00403004 [ "%d"
0040201c | . FF15 48104000 CALL DWORD PTR DS:[<&msvcrt.scanf>] scanf
00402022 | . 83c4 08 ADD ESP,8

00402025 | . A1 00304000 MOV EAX,DWORD PTR DS:[403000]
0040202A | . B9 EDA7A8A1 MOV ECX,AlA8A7ED

0040202F | . E8 CFFFFFFF | CALL 00000.00402003

00402034 3B05
0040203A .75 1
0040203c | . 8a0D , (TE PTR DS:[403007]
00402042 | . D3F8 i by I

Backup >
Copy >

00402044 | . 25 F ‘et Space NS

00402049 | . 50 o :

0040204A | . 68 3  Comment ©)0.00403034 [ "wWow you got it. Here is the re
0040204F | . FF15  Breakpoint > D PTR DS:[<&msvcrt.printf>] printf

00402055 | . 83c4 Hit trace > 3

00402058 .VEB 0 Run trace > Add selection

0040205A | > 68 0 > Al enineson all procedines [ "I think my dog figured this out bef
0040205F | . FF15 et s>] puts

00402065 . 58 Follow in Dump > Skip selection when tracing

00402066 L> C3 View call tree Ctrl+K Set condition Ctrl+T
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Demo: Run Trace of 00000 . exe (cont.)

* Run code
* Step back with - and forward with +

:*OIIyDbg 00000.exe - [CPU - Run trace 4. steps back, module 00000]

gFlle View Debug Plugins Options Window Help

Bl x| »ju] w4 314 9 o LElm/T|wn[c|/|K|BIR|-s| =¥]2]

00402006|~$ 68 5E304000 PUSH 00000.0040305E [s = "Launch codes?" A
0040200B FF15 44104000 CALL DWORD PTR DS:[<&msvcrt.puts>] puts I
00402011 58 POP EAX

00402012 68 6C304000 PUSH 00000.0040306C

00402017 68 04304000 PUSH 00000.00403004 [format = "%d"

0040201cC FF15 48104000  CALL DWORD PTR DS:[<&msvcrt.scanf>] scanf

00402022 || . 83c4 08 ADD ESP,8

00402025|| . A1 00304000 MOV EAX,DWORD PTR DS:[403000]

0040202A | . B9 EDA7A8AL MOV ECX,AlA8A7ED

0040202F|| . E8 CFFFFFFF CALL 00000.00402003

00402034 3805 6C304000| CMP EAX,DWORD PTR DS:[40306C]

0040203A .75 1E JNZ SHORT 00000.0040205A

0040203c|| . 8AOD 07304000 MOV CL,BYTE PTR DS:[403007]

00402042 || . D3F8 SAR EAX,CL

00402044 || . 25 FF000000 AND EAX,OFF

00402049 || = 50 PUSH EAX <%C>

0040204A|| . 68 34304000 |PUsH 00000.00403034 [Format = "wWow you got it. Here 1is the re
0040204F|| . FF15 4Cc104000 CALL DWORD PTR DS:[<&msvcrt.printf>] printf

00402055 . 83c4 08 ADD ESP,8

00402058|| ..EB 0C JMP SHORT 00000.00402066

0040205A|| > 68 08304000 |PUSH 00000.00403008 [5 = "I think my dog figured this out bef
0040205F|| . FF15 44104000  CALL DWORD PTR DS:[<&msvcrt.puts>] puts

00402065 || -/ 58 POP EAX

00402066 |L> C3 RETN

00402067 | . 01c8 ADD EAX,ECX

00402069, . c3 RETN
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Trace Into and Trace Over

e Buttons below “Options”
e Easier to use than Add Selection
* If you don't set breakpoints, OllyDbg will attempt to

trace the entire program, which could take a long time
and a lot of memory

CYBR473-2023T1: Malware and Reverse Engineering slide 62



Debug, Set Condition

Condition to pause run trace x|

Pause run trace when any checked condition is met:

* Traces until a condition

h |t5 IV EIPisin range {00000000 ... |D03FFFFF
I EIP is outside the range |00000000 ... |00000000
I™ Condition is TRUE | |
¢ T h I S CO n d It I O n Ca tC h e S ™ Command is suspicious or possibly invalid
POison Ivy ShEl ICOd e’ ™ Command count is [D_ (actual IW] Reset
which places code in B

dynamically allocated
memory below 0x400000 In command, B8, R32, RA, RB and CONST match any reqister or constant

0K Cancel
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When an Exception Occurs

* OllyDbg will stop the program

* You have these options to pass the exception into the
program:
o Shift+F7: Step into exception
o Shift+F8: Step over exception
o Shift+F9: Run exception handler

e Often you just ignore all exceptions in malware analysis
o We are not trying to fix problems in code
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Binary Edit

3 OllyDbg - -
\ D File View Debug Plugins Options Window Help
‘ ‘e .: g
@4 x| »n| wifsf ¥4 A +f L]E[m|T|W/H|c|/|K|B|R]..|5] :-I.!j |
865424 OC MOU EDX, DWORD PTR 55t LESP+C)
8B4C24 04 MOU ECX,DWORD PTR $5: (ESP+4] Regisvers (FP
8502 TEST EDX,EDX 4
w74 4F JE SHORT ntdll.77RB4498 o
33C8 XOR ERX, ERX )0
AB444E| BR4424 B8 MOU AL,BYTE PTR SS:[ESP+8] B2 -
34452| 67 PUSH EDI
53| 8BF9 MOU EDI,ECX o1 PRBARAOE
55| 83FA 04 CHP EDX, 4 : F
53|v72 81 JB SHORT ntdll.77RB4488 Wierls
cal F7D9 NEG ECX 77AB4476
6C| 83E1 @3 AND ECX 5
145F | v 74 ©C DB SHORT ntdll. 77RB446D
1| 2BD1 SUB EDX
84463 8807 MOU BYTE Backup »
“rAbddcs| 83E9 of S0B ECK,
Yy e o ’
146F| CIE@ 08 SHL EAX| Binary » Edit Ctri+E
- & &
4 M ) : ' :
W 8%5? 10 235 52? Assemble Space Fill with 00's :
8BCA MOU ECX| Label : Fill with NOPs E:
SEg IR :
- omment - 4
77AB4483| v 74 06 | JE_SHOR' : Binary copy 5
155| F3:RAB REP STOS Db 5 4
8502 TEST EDS reakpoint B ks
v74 BA JE SHOR’ YP |
8807 MOV BYTE Run trace P —— YT
83C7 01 ADD EDI, | '
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Fill

* Fill with 00

e Fill with NOP (0x90)

o Used to skip instructions
o e.g. to force a branch
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Saving Patched Code

* Right-click disassembler window after patching
o Copy To Executable, All Modifications, Save File
o Copy All

* Right-click in new window
o Save File
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Easy Way to Analyse Shellcode

e Copy shellcode from a hex editor to clipboard

* Within memory map, select a region of type “Priv”
(Private memory)

* Double-click rows in memory map to show a hex dump
o Find a region of hundreds of consecutive zeroes

* Right-click chosen region in Memory Map, Set Access,
Full Access (to clear NX bit)
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Analysing Shellcode

* Highlight a region of zeroes, Binary, Binary Paste

e Set EIP to location of shellcode
o Right-click first instruction, New Origin Here
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Log

&k OllyDbg

® VieW’ Log File View Debug Plugins Options Window Help
Siex] i) v+ $4) # f L]e[m]T]w]n]c]/[K[BR].]s

O ShOWS Ste pS to -CPU m.alr;sgzread mcduI:DI.Ralz-:ODQXO;.D>< P
reach here ' :

. 4 MOU DL, Al = g
. 8915 7CEB4086  MOU DNDRD PTR DS: [48EB7CI, EDX 2
. 8BCS MOV ECX,EAX
. 21E1 FFB06080| AND ECX, FF
7SEB40@8| MOV DWORD PTR DS:[4BEB7S]1,ECK
. Ci1E1 @8 SHL ECX, 8
ADD ECX,EDX
74EB4008| MOV DWORD PTR DS:[48EB741,ECX
CiES 18 SHR ERX,
A3 70EB48G8 | MOV DWORD PTR DS:[48EB7G],EAX
&R 88 PUSH @
ES 612A0068 | CALL Labo9-01.80486355
59 POP _ECX
¢ . 85Ca TEST EAX,ERX
Ba4838F7 L

0R4038FS 9 ‘ N
ool ennc 2 Log data =n NS |@

Address |[Message

ntdll.k

@
0
)
o

w
=0
ms

o

Console file ’"C:NUsershstudent Desktop:\126°PracticalMalwarefAnalysis-Labs\Practic

Address |Hex dump New process with ID 88868B3C8 created

& A3 B9 5 &/ Main thread with ID 80080238 created

9| Modu le C:sUserssstudentsDesktophN126SPracticalMalwareAnalysis-Labs\Practical Malw

Modu le C:\lWindowsNsystem325\KERNELBASE.dLL

9| Modu le C:sWindowsssystem32\RPCRT4.dl

9| Modu le C:sbindowsNsystem32\USER32.d1L

9 Modu le C:sllindowsssystem32hkerne 32,

9 Modu le C:sWindowsssystem32°\SHELL32.d

9/ Modu le C:sWindowsssystem32°\SHLWAPI.d

4| Modu le C:sWindows\SYSTEM32\sechost. ?
L
L

L
L
dll
L
L
9| Modu le C:sWindowshsystem32ismsvert.dll
9 Modu le C:sWindowshsystem32\WS2_32.dL1L
9| Modu le C:sWindowsNsystem32NUSP1G.dl
Modu le C:\WindowsNsystem32NADUARPIZZ2.dLL
9| Modu le C:sWindowssSYSTEM32vntdll.dll
9| Modu le C:sWindowsNsystem325LPK.dLL
Module C:sWindowsssystem32N\GDI32.dL1
9 Modu le C:sWindowsssystem325NSI.dLL
93| Modu le C:sWindowsNsystem32NIMM32.0LL
5| Program entry point
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Watches Window

CPU - main thread, module Lab09-01 o || B || &3
=[] E2 94270008 | CALL Lab@9-01.004060AE Feal (FPL)
o040291A|| - A3 D4EB4G@@ | HOU DWORD PTR DS:[4QEED41,EAX e b
AA4R35 . ES& 3D258868 CALL Lab#9-81.868485E61 ECH
. E& YF24886868 |CALL Lab&9-81.68844850ARS ED% =S
Aan2o29 | . ES 4EF4FFFF | CALL Lab@9-@1.8846207C EBR FFD3066
Aa4a -|] . A1 SCEB4868 MOU ERX, DWORD PTR DS:[4B8EBSC] ESP G612FFSC
a6462522|| . A3 9PEB4GEG |MOU DWORD PTR DS:[4BEESS], EAX ESP Bo1SFERS —
HA45 = . 58 PUSH ERX FoT AARAGAGAGAGAG —
BA46 « F¥
HA45 . F -
AR4E T E [z] Watch expressions
BEa4E . 8 .
AR43294 . o Expression Value
Ba453395@|] . S eip 88483924
Ba4G i1[]. E
® . BB4H33956|] . 8
AA4A3959
View, Watches || [z

o Watch the value of an expression
o Press SPACEBAR to set expression
o OllyDbg Help, Contents

= |nstructions for Evaluation of Expressions
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Labelling

e Label subroutines and loops
o Right-click an address, Label

g
©
Pt e ot s o Pl et et et M

) (S
)

. 2BSS D3 HOU ED:, DUORD PTR SS: (EBP-23]
. 83C2 o1 ADD EDX Change label at 00401131 X|
. 2955 D4 HOU DWORD PTR SS:[EEP-2C1,EDX

MOU EAX,DWORD PTR_SS: [EBP-281
. SABE MOU CL,EBYTE PTR DS:[EAX] [passwaord_laop ~|
. 284D D3 MOU BYTE PTR SS:[EBP-20],CL

. 8345 D2 @1 ADD DWORD PTR S5:[EBP-281, 1 I

. CHMP BYTE PEB SS: [EBP-201.6 0K Cancel
75 EE JNZ SHORT Kpassword. Dasswordiloop>

o ol
TS

=

OB mooo
'
o0
m
N
o
o
w0

00 00 0O QO M PO M ]
O 0B 000 o

Bt et et ek e s ek ek et |

=
0
=
=
o
o
w
=
=
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Recommended Plugins

 OllyDump
o Dumps debugged process to a PE file
o Used for unpacking
Hide Debugger
o Hides OllyDbg from debugger detection

e Command Line
o Control OllyDbg from the command line
o Simpler to just use WinDbg
 Bookmarks

o Included by default in OllyDbg
o Bookmarks memory locations
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Immunity Debugger (ImmDbg)

* Unlike OllyDbg, ImmDbg employs Python scripts and has
an easy-to-use API

* Scripts are located in the PyCommands subdirectory
under the install directory of ImmDbg

* Easy to create custom scripts for ImmDbg
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Good Intro to OllyDbg

S
Te

A
\

Exploit Development for
Mere Mortals

BsidesRI 2013 1 4 Exploit Development for Mere Mortals Joe Mc...
https://www.youtube.com/watch?v=eNSWUAVxbzk
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END OF LECTURE. THANK YOU.



