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Over the past decade, the Internet of Things (IoT) advanced rapidly. New technologies have
been proposed and existing approaches optimised to meet user, society and industry requirements.
However, as the complexity and heterogeneity of the traffic that flows through the networks are
continuously growing, the innovation becomes difficult to achieve in both, IoT and legacy networks.
This paper provides an overview of IoT application domains from a traffic characteristics perspective.
Specifically, it identifies several groups of major IoT application use cases and discusses the exhibited
traffic characteristics, used network technologies for implementation, and their feasibility as well as
challenges. We stress that a key factor in future IoT development are network technologies and
the way they handle and forward network traffic. The traffic characteristics emerging from this
work can serve as a basis for future design proposals to develop more efficient solutions as well as
improving the network technologies.
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INTRODUCTION

The idea behind IoT is to extend everyday things with computing power and a connection to
the Internet and enable them to sense, compute, communicate and control the surrounding
environment. These capabilities are desired in many application use cases due to their potential impact, from streamlining and securing everyday life [27, 97, 100], through improving
and simplifying the current processes [39, 78], to proposing new approaches [56, 69]. IoT
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offers a new point of view on what kind of data should be gathered, how often and from
which place, so that it would be possible to get information that was not available before.
IoT networks have unique traffic characteristics that are different from traditional (legacy)
computer networks. IoT networks are deployed for heterogeneous purposes and thus, they
generate highly diverse traffic. The traffic generated in IoT networks heavily depends on
the application. In most IoT application scenarios, the generation of traffic is event-driven.
Event-driven traffic load generation is usually triggered by events such as target detection or
object sensing, and exhibit characteristics often leading to bursty traffic [37]. Event-driven
traffic generation can be relatively well handled inside IoT networks themselves. However,
as IoT network traffic (with often bursty character) starts to be transferred through legacy
computer networks (according to the IoT paradigm [104]), the overall heterogeneity of the
internet significantly increases that consequently leads to complications in terms of network
performance, scalability and manageability.
Many survey papers on IoT have been written in recent years [12, 13, 21, 48, 74, 75, 81, 111,
115, 136]. To the best of our knowledge, none of the existing surveys have covered the IoT
traffic characteristics in a wide spectrum of application domains. While these works focus on
the enabling technologies, architectures, protocols, applications, challenges, and future visions,
they do not undertake a characterisation of the IoT traffic. IoT traffic characterisation has
been a challenge for several years now. Only a handful of attempts exists in the IoT domain
such as [96, 117–119]. However, these works are aimed at specific applications, scenarios or
enabling technologies (e.g. Machine-to-Machine (M2M) communication, which can be seen as
a subset of IoT) rather than at a comprehensive, multi-application overview. Ahmed et al. [3]
surveyed the state-of-the-art research efforts in selected IoT-based smart environments and
presented a high-level overview without any in-depth analysis. In conclusion, a detailed study
of various IoT network traffic characteristics in smart environments is still not available.
We stress that the measurement and characterisation of IoT traffic can be of high
significance for future innovation. This is the key motivation of this survey that distinguishes
us from other published surveys. Our aim is to define the IoT traffic characteristics that can be
regarded as the reference guide for proposing more efficient solutions and understanding the
demands on network technologies from the IoT perspective. The summary of contributions
of this manuscript relative to recent literature in the field is as follows:
• Compared to other papers, this survey is the first of its kind that provides a deeper
summary of the most relevant enabling network technologies and their characteristics
relative to different application domains.
• We compare the surveyed application domains among one another based on their
traffic characteristics. The comparisons are presented from three different perspectives:
network size and coverage area, traffic rate and quality of service (QoS) demands,
and sustainable energy and demands on the longevity of devices. Moreover, we also
summarise the key characteristics of individual IoT applications.
• We present the current trends, challenges, and future research perspectives in IoT,
with regard especially to network traffic measurement and characterisation.
This paper is intended for readers who wish to become familiar with the field of IoT
network traffic without having to go through the details provided in related works, standards,
and specifications. The intended audience is researchers as well as professionals including
solution decision makers, evaluators and architects. This paper can be beneficial to network
providers for planning new network deployments or the expansion of existing infrastructures.
IoT traffic characterisation with a list of traffic requirements is also important for designing
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solutions for supporting QoS. Moreover, the knowledge of traffic characteristics facilitates
the formation of new business opportunities. End users can estimate the approximate
costs arising from the network communication and compare them to the value of acquired
information, while network operators can find new markets for providing their services.
The rest of the paper is structured as follows: Section 2 introduces the application areas of
interest and key characteristics we survey, followed by the IoT Network Technology Stack in
Section 3. Section 4 then summarises their most typical traffic characteristics while Section 5
summarises the gained knowledge and takeaways. In Section 6 we discuss the key traffic
characteristics of the application domains. This is followed by a discussion of challenges
surrounding IoT traffic measurement which is provided in Section 7. In Section 8, we present
some thoughts regarding future IoT traffic-specific research prospects while Section 9 list
the general challenges in IoT. Lastly, Section 10 presents the conclusion.
2

METHODOLOGY

IoT applications play an important role in IoT traffic characterisation. As each application
has a different target audience, they are used in different ways. In consequence, different
kinds of IoT applications experience different types of traffic behaviour. As such, the IoT
application domains in this work have been identified based on the target audience. IoT
user/consumers can be categorised into three groups:
• Individuals – persons looking to improve their overall level of lifestyle.
• Society – a group of people (community) looking to find solutions for common tasks
and issues.
• Industry – an economic or industry sector looking to satisfy customer needs and
requirements.
Obviously, the defined user groups have very diverse areas of interest and the number of
domains may vary greatly according to the level of abstraction. Even though every user
category has specific driving needs, in general, individuals want to maximise well-being
(health and safety), the society wants to maximise the efficiency of every day routines
(minimise the amount of work while maximising the convenience of its execution), and the
industry wants to maximise the profit (minimise the costs).
When it becomes clear what expectations IoT has to fulfil, we can identify and categorise
use cases suitable for their achievement. Our aim is to limit the number of domains while
still making them self-explanatory so that it would always be clear what applications every
domain covers, aiming for an optimal balance between generality and concreteness. As such,
we classify IoT use cases into the following eight application domains:
•
•
•
•
•
•
•
•

smart
smart
smart
smart
smart
smart
smart
smart

buildings and living,
healthcare,
environment,
city,
energy,
transport and mobility,
manufacturing and retail, and
agriculture.

We consider these eight domains to be diverse enough to cover all IoT applications that
can satisfy the needs of our user groups. Therefore, we identify them as building blocks for
a better comprehension of IoT application coverage.
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IoT application domains consist of many services, which can have very diverse traffic
characteristics. This creates a trade-off between generality and specificity. The characterisation
of IoT traffic is further complicated by the fact that the number of publicly available datasets
for researchers to use and build upon is very limited. A traffic trace perhaps worth mentioning
was published by Sivanathan et al. [117]. While the traces are very useful and provide valuable
insight into traffic characteristics, they do so only in the smart home application domain.
As such, they are not sufficient to cover the whole spectrum of IoT application domains we
discuss in this paper.
In conclusion, due to the lack of comprehensive traffic traces, it is challenging to compare
the individual characteristics across different applications domains. During our process, we
aimed to define the optimal traffic characteristics that would capture the core demands on
network technologies at the expense of creating an in-depth analysis.
To give a better understanding of the key characteristics of the IoT applications and the
traffic they typically carry, we first briefly discuss some widely used IoT network technologies
and protocols.
3

IOT NETWORK TECHNOLOGY STACK

IoT protocols are a fundamental part of the IoT technology stack. The interaction between
various IoT components such as sensors, devices, and user applications, rely on these
protocols. The overview of these protocols is, however, a challenging task. The heterogeneity
and multiplicity of the IoT devices have driven the IoT network technology stack to a state
when there are a plethora of various protocols working at different layers to enable IoT
communication at any level. This variety is perhaps given by the very nature of IoT itself: a
diverse world of Things that IoT aims to connect.
In this section we focus on two types IoT network technologies and protocols. Specifically,
the (i) IoT Enabling Standards and Protocols and (ii) IoT Messaging Protocols. A comprehensive discussion of these standards and protocols is however out of the scope of this paper;
detailed information can be found in [76, 99, 133].
The best way to understand the role of protocols and standards in the IoT environment
is perhaps to first investigate the relation between the traditional TCP/IP model and the
IoT network stack. Figure 1 depicts this relation. From the figure it is obvious that some
technologies use their own solutions at the network layer, however, this may change in the
future, especially with the widespread adaptation of IPv6 over constrained networks.
3.1

IoT Enabling Standards and Technologies

Several technologies exist for establishing the communication of IoT components. On small
scale, IoT networks use Wireless Personal Area Network (WPAN) while on a larger scale,
Wireless Local Area Network (WLAN). The former relies on technologies such as 6LowPAN
and Bluetooth. The latter is based on technologies such as Wi-Fi. In this section, we briefly
summarise the most popular enabling technologies for IoT networking. Table 1 summarises
the similarities and differences of the discussed standards.
6LoWPAN [85, 102, 109] is a standard based on IEEE 802.15.4 providing encapsulation
and header compression to allow low-power devices to communicate via IPv6. Features of 6LoWPAN include 16 and 64 bit addressing, header compression, low power
consumption using Bluetooth Low Energy, and fragmentation.
Bluetooth Low Energy [29, 34, 88] is destined for ultra-low-power applications. Due
to its low power consumption (can be ten times less than the classic Bluetooth), this
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Fig. 1. IoT Network Technology Stack.
Table 1. IoT Enabling Standards and Technologies
6LowPAN

BLE

Wi-Fi

ZigBee

Z-Wave

Regional
sub-Ghz bands

Global bands:
2.4 Ghz, 5.8 Ghz

Regional sub-Ghz
bands, Global
2.4 Ghz band

Regional
sub-Ghz bands

100+ m

10 km

100 m to
several km

10–100 m

15–150 m

0 – 250 kbps

125 kbps
– 2 Mbps

0.3 kbps
– 50 kbps

10 – 100+ Mbps

20 – 250 kbps

9.6 – 100 kbps

DL/UL
Bandwidth

600 kHz,
2 MHz,
5 MHz

2 MHz

125 kHz,
500 kHz

20, 21, 22,
23, 24, 40,
80, 160 MHz

600 kHz,
1.2 MHz,
2 MHz

200 kHz

Power

Low

Lower

Low

Medium

Low

Low

days to weeks

10+ years

hours to days

months to years

months to years

P2P, Star

Star of Star

Star

Star, Mesh,
Tree

Mesh,
Proprietary

Frequency

Regional sub-Ghz
bands, Global
2.4 Ghz band

Global band:
2.4 Ghz

Coverage

100 m

Data
Rate

Battery Life months to years

Topology

Star, Mesh,
Tree

LoRaWAN

technology is ideal for connecting devices within a small range, to establish, for example,
in-vehicular networking.
LoRaWAN [7, 80, 130], Long Range WAN, is a specification designed for wireless
communications between a large number of constrained devices. The main features of
this technology are low data rate, long energy consumption, and wide communication
radius. LoRaWAN is also popular for its protected bi-directional communication.
Wi-Fi [73, 79, 128] has been also frequently used in IoT application, despite is has
been designed with different requirements in mind. It ranges around 50 m. However,
the original Wi-Fi standards are not suitable for IoT applications due to their frame
overhead and high power consumption. Several lightweight application (messaging)
protocols, such as CoAP, MQTT, AMQP, etc., have been developed to reduce the
unnecessary overhead of Wi-Fi, to make it suitable also for constrained environments.
The Wi-Fi Alliance has recently introduced Wi-Fi HaLow as a low-power Wi-Fi solution
for different IoT use cases [8].
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Zigbee [1, 14, 42] is a standard-based network protocol based on IEEE 802.15.4. Zigbee
is dedicated for medium-range communication in smart homes, remote controls, and
healthcare systems. It is popular for its low power and low bit rate, however, power
consumption still requires improvements. The enhanced version of this standard (Zigbee
Pro) offers additional features such as data encryption, authentication, data routing
and forwarding.
Z-Wave [10, 43, 49] is a protocol used for home monitoring and control. As such,
it is intended primarily for the smart home application domain. It provides reach
features and wide support. Therefore it became soon popular amongst manufacturers.
It communicates in a 30-meter range, provides point-to-point communication and small
message sizes.
The technologies described above are standardised by development groups and standardisation initiatives such as IEEE, IETF, and W3C. In general, the most widely used standards
are ZigBee and Bluetooth while Wi-Fi is also often utilised, mainly because of its high
compatibility. However, due to the diversity of IoT application domains, every technology
has found its utilisation in niche domains. The proliferation of IoT network standards also
has a major drawback: a massive number of standards. In consequence, it is often not obvious
which technology is the most suitable for a given application. In addition, interoperability
also faces challenges that can impact the selection of one technology over the other.
3.2

IoT Messaging Protocols

In computer networks, several protocols exist for messaging. These protocols are developed
at the application layer of the OSI TCP/IP model, however, some works associate them
with the session layer. In general, not all the existing computer network messaging protocols
are suitable for lightweight, low-energy consumption communication. In this section, we
discuss only those protocols that have been widely used in IoT. The major properties of
these protocols are message management, lightweight message overhead and small messaging.
We provide complementary information in Table 2.
AMQP [120] – Advanced Message Queuing Protocol is an application layer messaging
protocol originally designed for industrial and business management. The main goal of
AMQP is ensuring interoperability, and the reliable and secure delivery of messages.
The processing chain of AMQP consists of 3 necessary components: Exchange, Message
Queue and Binding. The Exchange component gets the messages and puts them in
the queues. The Message Queue (MQ) is responsible for storing the messages until
they are obtained by the client app safely. Binding maintains the connection between
the Exchange and MQ. AMQP is preferred whenever the communication requirements
go beyond simple publish-subscribe messaging between the components. AMQP is
reliable, proven and feature-rich. However, it is not particularly fast or lightweight.
CoAP [110] – Constrained Application Protocol was mainly developed for the restricted
smart gadgets. By design, CoAP is for devices that have an identical restricted
community. CoAP is based on the Representational State Transfer (REST) architecture
and it runs over UDP. As such, reliability is ensured using flags: “confirmable” messages
require acknowledgements while “non-confirmable” do not. Security is provided using
Datagram Transport Layer Security (DTLS). CoAP provides reliability, security, low
overhead, and simplicity for constrained environments.
DDS [47] – Data Distribution Services is a standard designed for high-performance and
secure data-centric publish/subscribe message delivery. DDS is based on a decentralised
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architecture. It uses multicasting to achieve high reliability and 23 QoS services. These
services are diverse enough to cover a wide variety of application and communication
use cases. QoS control includes data availability, security aspects, data availability
and traffic prioritisation. DDS is typically used by complex real-time applications that
require high-performance, reliability, security, and speed.
HTTP [87] – Hyper Text Transfer Protocol is one of the oldest protocols used for
IoT. As it runs over TCP, it requires more resources. Therefore, it is not suitable to
run over embedded processes with low power. HTTP follows the client-server model:
the communication takes place using request/response messages. HTTP is associated
with REST. For updating, creating, reading and deleting the GET, POST, PUT and
DELETE methods are used. The limitations of HTTP in IoT comes from its scalability
challenges, high power consumption, unidirectional communication (client-server), and
one-to-one communication.
MQTT [121] – Message Queue Telemetry Transport, is predominantly used to facilitate
communication between servers and low-powered IoT devices. It sits on top of TCP
and provides publish/subscribe functionality as well as some additional functionalities
such as delivery guarantees. MQTT is a lightweight protocol and explicitly designed
to work in unstable and unpredictable network environments. It is made of three core
components: Subscriber, Publisher, and Broker. The Publisher generates the data and
transmits it to the Subscriber via the Broker. Secure MQTT (SMQTT) is the secure
extension of the MQTT protocol. SMQTT uses lightweight encryption attributes to
enhance the security feature of MQTT.
XMPP [106] – Extensible Messaging and Presence Protocol, allows for real-time exchange of structured (XML) but extensible data between two or more network clients.
It was originally designed for instant message exchange between applications to achieve
security including end-to-end encryption and authentication. XMPP can implement
publish-subscribe as well as client-server interaction. The advantage of XMPP is
scalability which improves the performance of IoT applications.

The deployment of the above-discussed protocols is application dependent. For example,
MQTT is the most widely used messaging protocol in IoT. It provides low overhead and
power consumption. However, MQTT might not be suitable for a given application. For
example, if the application requires communication via REST, then HTTP or CoAP would
be a better choice. As all these protocols are application layer protocols, security is usually
ensured via lower layers protocols such as TLS/SSL at the session layer. However, this
does not mean that all the protocols provide high security. In fact, not all the messaging
protocols have been designed with security as high priority. This is mainly because security
features often bring burden to the protocol that is not desired in constrained environments.
Nonetheless, there still some protocols that offer integrated security such as DDS and
XMPP. In terms of delivery guarantees (i.e., QoS), most messaging protocols provide only
limited functionality. For MQTT, AMQP and CoAP, QoS can be ensured via controlling
and maintaining message exchange in an application. XMPP and REST/HTTP have no
explicit QoS control. Message reliability depends on the underlying transport layer. If QoS
is important, DDS would be the best option if not the only one as it provides over 20 QoS
guarantees. Options for QoS include reliable or best effort delivery, data availability, ordering,
and traffic prioritisation.
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Table 2. Comparison of Messaging Protocols used in IoT Environments

4

AMQP

CoAP

DDS

HTTP

MQTT

XMPP

Interraction
Model

Req/Resp
Pub/Sub

Req/Resp
Pub/Sub

Req/Resp
Pub/Sub

Req/Resp

Pub/Sub

Req/Resp
Pub/Sub

Msg Header
Size [bytes]

8

4

unspecified

unspecified

2

unspecified

Msg Payload
variale
Size

lower than a single
IP datagram

variable

variable

up to 256 MB

variable

Transport
Protocol

TCP

UDP

TCP, UDP

TCP

TCP, UDP
TCP
via MQTT-SN

Security

SASL,
TLS/SSL

DTLS

DTLS,
TLS/SSL,
DDS Security

HTTPS

TLS/SSL

SASL,
TLS/TLS

Delivery
Guarantees
(QoS)

At most once
(settle),
at least once
(unsettle)

At most once
(confirmable),
At least once
(non-confirmable)

TCP
congestion
Extensive (20+)
and flow
control

At most once,
At least once,
Exactly once

n/a

IOT APPLICATIONS TRAFFIC CHARACTERISTICS

To facilitate discussion and comparison, all the eight application domains discussed in this
paper follow the same structure, viz. brief description, network size and coverage, traffic
characteristics, demands on QoS and, energy source and longevity. The descriptions of these
characteristics are as follows:
Network size and coverage define the number of connected devices and their geographic area. This paper distinguishes three sizes: (a) small network with less than 100
devices, (b) medium networks with the number of devices between 100 and 1000, and
(c) large networks with more than 1000 devices. The coverage can also be divided into
small (tens of metres), medium (hundreds of metres), and large (tens of kilometres)
groups.
Traffic characteristics describe the traffic rate, directionality of communication as
well as an indication for possible traffic bursts (although the latter is based on logical
reasoning). By traffic rate, we aim to define the regularity and frequency of message
exchange. The communication between devices can be either regular or irregular,
and the frequency is expressed by the sending interval. The communication direction
represents the direction of the communication flow, which can be unidirectional (oneway) or bidirectional (two-way).
Demands on QoS specify the requirements for network communication. We characterise every area by a QoS label with respect to the delay it can tolerate. These labels
specifically are: low-QoS (tolerable delay > 1 min), medium-QoS (tolerable delay < 1
min), and high-QoS (tolerable delay < 10 s). It is important to emphasise that assigning
QoS labels to the individual areas is not trivial. Characterising a diverse range of
application domains that have various QoS requirements, network and traffic dynamics,
without a standardised end-to-end protocol for QoS, is complex. For instance, in the
case of some services, the primary concern is bandwidth (e.g., environment monitoring)
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Table 3. Characteristics of Smart Buildings and Living
Service
Name
Building
condition
monitoring [127]
Lighting
control [123]
Indoor
climate
control [86]
Smart
appliances [52]
Monitoring for
security and
safety [16, 83]

Network
Size

small (10s) to
medium (100s)

Network
Coverage

small
(10s of m)

Traffic
Rate
regular, 1 message
every 1 min
per device
irregular,
infrequent
regular, 1 message
every 15 min
per device
irregular,
infrequent
regular,
frequent
irregular,
frequent

Entertainment [17, 45]

Traffic
Direction

Demands
on QoS
low, tolerable
delay 1 min

Energy
Source

Battery
Longevity

mains / battery
(non-rechargeable)

NA /
years

high, tolerable
delay 3 sec
high, tolerable
delay 5 sec
bidirect.

high, tolerable
delay 3 sec
medium, tolerable
delay 3s;
high, for alarms
high, tolerable
delay in hundreds
of ms

mains

mains / battery
(rechargeable)

NA

NA /
months

while in the case of others, the delay and packet loss (e.g., health monitoring). As
such, our QoS label assignment is purely based on generalising the network and service
requirements of the surveyed areas.
Energy source and longevity explains the power options of devices. Devices are most
commonly mains powered, battery powered (with or without a possibility to recharge
and harvest energy), or passive. In case of battery power, the longevity parameter
outlines the demands on devices’ lifespan for a better comprehension of energy-efficiency
expectation.
The characteristics of various IoT services are summarised into the eight application
domains. The main objective is to define the network and traffic characteristics of these application domains. To increase the readability, within each application domain, we summarise
the key characteristics in a table where we also list the most typical services.
4.1

Smart Buildings and Living

The smart buildings and living domain aims to increase the energy efficiency of buildings and
improve our quality of life. There has certainly been a significant demand for automation
in this field during the last few years and as a result, many solutions have been proposed.
Nevertheless, the benefits of IoT push the possibilities even further and from simple systems,
with statically-defined behaviour, we can now develop highly dynamic architectures that
collect user activity patterns and adapt to them accordingly. An area that continuously
grows in popularity is monitoring for security and safety in the smart building and living
domain (although this area is also related to the smart city IoT application domain). This
area is aimed at services such as smart alarm systems, cameras, and door locks. In recent
years, the demand has also increased for devices that promote user entertainment. These
devices aim to increase the comfort and facility of the users via personalised amusement
content and social communication services. The entertainment area typically involve smart
TVs and speakers, streaming devices, and game consoles. Considering the purpose of these
devices, the security and entertainment areas generate a considerable volume of traffic. The
traffic characteristics of the most common services in the smart buildings and living domain
are summarised in Table 3.
4.1.1 Network Size and Coverage. The typical network size for this domain is small to
medium, vary from tiny homes consisting of tens of connected devices and go up to hundreds
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Table 4. Characteristics of Smart Healthcare
Service
Name
Chronic
disease
management [60]
Personal
condition
monitoring [77]
Personal
assistance [61]
Patients
surveillance [27]

Network
Size

Network
Coverage

small (<10s)

small
(10s of cm to
10s of m)

Traffic
Rate
regular, frequency is
based on the type
of disease

Traffic
Direction

Demands
on QoS
high, tolerable delay
based on the type
of disease

Energy
Source

Battery
Longevity

battery
(rechargeable)

days
to months

mains / battery
(rechargeable)

NA /
days

bidirect.
small (10s)
medium (100s)

small
(10s of m)

regular, 1 message
every 5 sec per device

high, tolerable
delay 3 sec

of devices in commercial buildings. The required coverage area is generally small but includes
many obstacles like walls, furniture, etc.
4.1.2 Traffic Characteristics. Traffic rate can be characterised as infrequent, which is caused
by the low dynamics of the sensed environment. Devices exchange messages both on irregular
and regular basis, but sending rates are usually set from a few seconds up to minutes. The
direction of communication is bidirectional which enables interaction with the user. Services
need to support remote-control and on-demand information queries. Traffic bursts can occur
at some services, particularly when an anomaly is detected or an appliance is controlled by
a user.
4.1.3 Demands on QoS. The demands on QoS are typically high, as fast response times are
desirable for the interaction with the user.
4.1.4 Energy Source and Longevity. Static devices are mains powered, whereas mobile or
hard-to-access devices run on batteries. In either case, the energy source has a small impact on
the traffic characteristics in this domain as replacing batteries/devices is feasible. Therefore,
the expected longevity of battery-powered devices is measured in months up to a few years.
4.2

Smart Healthcare

Smart healthcare is another highly discussed domain with impact on two user groups –
individuals and society. Individuals mainly focus on the ability to track their physical
activities, whereas the societal goal is to increase the quality of medical treatment while
reducing healthcare costs. These benefits can be achieved by utilising wearable devices
that are able to monitor a person’s health and provide on-the-go diagnostics capabilities,
which create new possibilities for disease treatment or even making early predictions to
prevent illnesses. IoT can help with having the right information at the right time. Table 4
summarises the traffic characteristics of common services in the smart healthcare domain.
4.2.1 Network Size and Coverage. The size of the network is from small up to medium.
Services, monitoring a single person in the personal area network (PAN), typically utilise
only a few devices to gather all the necessary data, whereas solutions for organisations such
as hospitals are built on multiple PANs to obtain information about all patients.
4.2.2 Traffic Characteristics. The traffic rate is typically regular with the sending intervals
usually measured in seconds. The conditions can change rapidly and all these changes need
to be captured and processed in time. The communication direction is bidirectional to ensure
the delivery of sent messages. An acknowledgement (ACK) is highly desirable in this domain
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Table 5. Characteristics of Smart Environment
Service
Name
Forest fire
detection [11]
Earthquake
detection [122]
Tsunami
detection [134]
Landslide
detection [101]
Avalanche
detection [129]
Air pollution
monitoring [59]
Wildlife
tracking [40]

Network
Size

medium (100s) to
large (1000s)

Network
Coverage

Traffic
Rate

Traffic
Direction

irregular, infrequent
large
(10s of km)

medium (100s)

unidirect.

regular, 1 message every
15 min per device

Demands
on QoS
medium, tolerable
delay 15 sec

high, tolerable
delay 5 sec

Energy
Source

Battery
Longevity

battery
(non-rechargeable);
possible energy
harvesting

years

medium, tolerable
delay 15 sec
low, tolerable
delay a few hours

as communication can contain critical information about the patient’s condition. Bursty
traffic is likely to occur when an alarm is activated.
4.2.3 Demands on QoS. The demands on QoS are high, with immediate responses when an
anomaly is detected.
4.2.4 Energy Source and Longevity. The devices are typically mains or battery powered with
the possibility to recharge. Due to their easy accessibility, the communication and compact
dimensions are superior to the battery longevity, making the short recharging cycles, e.g.
every few days, acceptable. Nevertheless, extending the lifespan of battery-powered devices
reduces the required maintenance and greatly improves convenience for a user.
4.3

Smart Environment

The smart environment is an endeavour to monitor the space around us for a better
comprehension. Although we cannot control a force of nature, by careful observation we can
detect different natural phenomena and react to them accordingly. Especially in the case of
rare events such as natural disasters, a quick reaction is crucial. IoT can offer wide sensing
capabilities at relatively low costs, which can be extremely beneficial in many scenarios. The
traffic characteristics of the most common services in the smart environment domain are
summarised in Table 5.
4.3.1 Network Size and Coverage. The size of the network is typically from medium to
large, which is caused by a large coverage area and an intentional redundancy that reduces
measurement errors and increases the reliability of a detection system.
4.3.2 Traffic Characteristics. The traffic rate is usually irregular and infrequent to extend
the battery life of the devices. Transceivers are known to be one of the biggest powerconsumers [53], as such, unless a service is running in a multi-hop network, this component
is usually kept in the OFF mode. Services informing about periodic changes have a regular
traffic rate, but their sending interval is still very low for energy efficiency. The direction of
the communication is typically unidirectional, devices gather the environmental data and
send them to the sink node when some information is obtained. The one-way communication
is preferred to maximise the lifespan of constrained devices with limited power sources.
Traffic bursts are likely to occur for services with an irregular traffic rate that are configured
to detect anomalies.
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Table 6. Characteristics of Smart City
Service
Name
Lightning
control [25]

Network
Size

Network
Coverage

Traffic
Rate

Traffic
Direction

irregular, infrequent

Traffic
management [39]

large (1000s)
large
(10s of km)

Parking
tracking [103]
Waste
management [26]

regular, 1 message
every 30 sec
per device;
irregular for alarms

bidirect.

irregular, frequent
irregular, infrequent

Urban conditions
monitoring [95, 105]

medium (100s) to
large (1000s)

regular, 1 message
every 5 min
per device;
irregular for alarms

Public safety
and surveillance [9, 143]

medium (100s) to
large (1000s)

regular, frequent,
irregular for alarms

unidirect.

Demands
on QoS
medium, tolerable
delay 15 sec
medium, tolerable
delay 15 sec; high,
for certain conditions;
high, for alarms
medium, tolerable
delay 10 sec
low, tolerable
delay 1 min
medium, tolerable
delay 30 sec;
high, for alarms
medium, tolerable
delay 3 sec;
high, for alarms

Energy
Source
mains
mains / battery
(non-rechargeable);
possible energy
harvesting
battery
(non-rechargeable)
mains / battery
(non-rechargeable);
possible energy
harvesting
mains / battery
(non-rechargeable);
possible energy
harvesting

Battery
Longevity
NA

NA /
years

NA
NA /
years

NA /
years

4.3.3 Demands on QoS. The demands on QoS are high for alarm-based services, where
systems need to be notified about anomalies immediately. Medium for less dynamic use cases,
but can also be low, such as in the case of wildlife tracking, where the loss of connectivity
can delay messages even for a few hours.
4.3.4 Energy Source and Longevity. The devices are usually battery-powered and nonrechargeable but can harvest energy to prolong their lifespan. The demands on longevity are
high because of the difficult accessibility, thus devices are expected to operate for years.
4.4

Smart City

With the rapid increase of the urban population worldwide, making public services sustainable
requires finding new ways to improve the utilisation of public resources, decrease the running
costs and optimise the core infrastructure components of a city. The topic of making a city
more intelligent is certainly not novel, yet IoT can offer computing and sensing capabilities
that could boost the speed of overall progress. A considerable proportion of the Smart City
traffic is generated by devices in the public safety and surveillance area [9, 143]. This area is
aimed at the safety of citizens, organisations, public spaces and facilities. The monitoring is
usually achieved using static cameras (e.g., CCTV cameras) as well as mobile cameras (e.g.,
drones), however, other data sources such as social media feeds have also been included to
improve the quality and information value of the data. The traffic characteristics of different
services in the smart city domain are described in Table 6.
4.4.1 Network Size and Coverage. The network size is most commonly large, consisting of
thousands of devices to cover an entire urban area characterised by its high density and
plethora of obstacles.
4.4.2 Traffic Characteristics. The traffic rate varies in both, regularity and frequency. Services
of the smart city domain are highly diverse and produce different traffic rates depending
on how much an environment is changing and what data timeliness is required. The communication direction is unidirectional as well as bidirectional, some devices merely gather
data, whereas others need to interact with users and other devices. Traffic bursts are likely
to occur in services that expect user interaction, can detect anomalies and activate alarms,
or the communication is automatically set to a specific time.
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Table 7. Characteristics of Smart Energy
Service
Name

Network
Size

Network
Coverage

Home energy
management (HEMs) [142]

small (10s)

small
(10s of m)

medium (100s) to
large (1000s)

medium
(100s of m)

Advanced metering
infrastructure (AMI) [84]
Demand response
management (DRM) [113]

large (1000s)
Wide area protection
and control systems [125]

large
(10s of km)

Traffic
Rate
regular, 1 message
every 1 min
per device
regular, 1 message
every 1 hour
per smart meter
irregular, infrequent;
1 message per device
per broadcast event
regular, 1 message
every 10s to 100s
of ms per device

Traffic
Direction

Demands
on QoS

Energy
Source

Battery
Longevity

mains

NA

high, tolerable
delay 5 sec
medium, tolerable
delay 15 sec
bidirect.
low, tolerable
delay 1 min
high, tolerable
delay 10s
to 100s of ms

4.4.3 Demands on QoS. The demands on QoS are usually medium; the smart city domain
is not QoS-critical in general and some delay is acceptable. However, this mostly depends
on the application. For example, traffic management could be logically considered as highQoS. However, traffic management is composed of a variety of components including data
gathering from multihop high mobility nodes that already involves certain delay [39]. In
the case of congestion control (that we consider to be part of traffic management), a
certain delay is tolerable before remediation (e.g., traffic light change) that is a result of
the measurement – evaluation – alerting pipeline/workflow. Therefore, we assign traffic
management a generalised medium-QoS label. Nevertheless, the alarms have to be received
and detected near real-time, hence requiring high-QoS.
4.4.4 Energy Source and Longevity. The devices are either mains powered or battery-powered
according to their location. For battery powered devices that are non-rechargeable, it is
possible to harvest energy for the majority of services. The expected battery longevity is
high, and devices are required to run for years to make the maintenance process sustainable.
4.5

Smart Energy

The smart energy domain refers to the improvements in distribution and consumption of
utilities such as electricity, gas, and water. The production of electricity is the focal point as
there is a global effort towards renewable energy sources, which produce environment-friendly
yet fluctuating power. Due to its volatile nature, the electrical grid has to be much more
flexible and dynamic. IoT can monitor the changing conditions and generate the patterns for
more accurate grid reconfiguration. Table 7 summarises the traffic characteristics of typical
services in the smart energy domain.
4.5.1 Network Size and Coverage. From a coverage area perspective, the domain can be
divided into three groups:
• Small – commonly known as the home area network (HAN), usually consisting of tens
of devices.
• Medium – also called the neighbourhood area network (NAN), typically a medium to
large network.
• Large – referred to as the wide area network (WAN), covering thousands of devices.
4.5.2 Traffic Characteristics. The traffic rate is usually regular to ensure the timeliness of
acquired data while the sending frequency is very diverse. For instance, smart meters sends
aggregated data once per an hour, whereas wide area protection and control systems require
data sampling intervals in tens to hundreds of milliseconds. This usage of ‘sampling’ is
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Table 8. Characteristics of Smart Transport and Mobility
Service
Name
Vehicle automation [44]
Vehicle localisation
and monitoring [71]
Quality
of shipment conditions
monitoring [19]

Network
Size
small (10s) to
medium (100s)

Network
Coverage
medium
(100s of m)

large (1000s)

large
(10s of km)

medium (100s)

small
(10s of m)

Dynamic traffic
lights control [22]
large (1000s)
Road condition
monitoring [15]

large
(10s of km)

Traffic
Rate
irregular, frequent
regular, 1 msg
every 10 sec
per vehicle
regular, 1 msg
every 5 min
per device
regular, 1 msg
every 30 sec
per device;
irregular for alarms
irregular, infrequent

Traffic
Direction
bidirect.

Demands
on QoS
high, tolerable
delay 100 ms
medium, tolerable
delay 10 sec

Energy
Source
vehicle’s
battery

Battery
Longevity

years

unidirect.
medium, tolerable
delay 15 sec

battery
(rechargeable)

high, tolerable
delay 5 sec

mains

medium, tolerable
delay 15 sec

battery
(may be
rechargeable)

months to
years

NA

bidirect.
days when
rechargeable,
years otherwise

distinct from ‘sampling’ meaning 1-in-every-n in the context of traditional computer network
measurement. Monitoring methods in wide-area monitoring and grid monitoring rely on the
high-sampling rate, for example dozens of samples in a second or millisecond [38]. In general,
the number of samples per time unit affects the data quality, as the quality of the sample is
likely to increase with the sampling frequency, with respect to reflecting temporal variation
and fluctuations in the smart grid behaviour [2]. The communication is bidirectional for all
services, as two-way communication is required to optimise the energy consumption and
delivery. Traffic bursts are unlikely to occur when message exchange is configured to regular
basis but is likely in services in which the communication is triggered by specific events such
as DRM.
4.5.3 Demands on QoS. The demands on QoS differ based on the importance of sent
information. While the services of HAN and NAN typically accept the delay in seconds up
to minutes, WAN is QoS-critical, and therefore, latency is optimally kept at minimum.
4.5.4 Energy Source and Longevity. The devices are typically mains powered, which has
a positive impact on the maintenance intervals. Nevertheless, energy-efficiency is still an
important topic of this domain.
4.6

Smart Transport and Mobility

The rapid urbanisation in combination with the growing traffic congestion and globalisation
of markets have created a high demand for managing transport and mobility in a smart
way. The aim is to make transportation quicker, cheaper, and safer, which can be achieved
by collecting all kinds of data for analysing and finding optimal solutions. The traffic
characteristics of the individual services in the smart transport and mobility domain are
shown in Table 8.
4.6.1 Network Size and Coverage. The network is typically large, which is achieved by the
number of vehicles spread over a large area. Nonetheless, some services are based on shortrange communication, e.g. vehicle automation or quality of shipment conditions monitoring,
which require short/medium network coverage and consist of tens to hundreds of nodes.
4.6.2 Traffic Characteristics. The traffic rate is mainly characterised by the combination of
regular and irregular communication while the frequency can be very high, especially in the
case of vehicle automation service and decreases with less dynamic services that monitor
the slowly changing environments, e.g. conditions in a truck trailer. The communication is
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Table 9. Characteristics of Smart Manufacturing and Retail
Service
Name
Mass customisation
in production
line [135]
Inventory and
supply chain
tracking [92]

Network
Size

medium (100s)
to large (1000s)

Indoor
localisation [30]
Environment
monitoring [137]
Maintenance
and repair
optimisation [70]

medium (100s)

Network
Coverage

small
(10s of m)
to medium
(100s of m)

Traffic
Rate
regular, frequency
varies;
irregular for alarms
regular, 1 message
every 10 min
per device
high; advertising
interval in hundreds
of ms per device
regular, 1 message
every 10 min
per device;
irregular for alarms

Traffic
Direction

bidirect.

Demands
on QoS
high, tolerable
delay in hundreds
of ms
medium, tolerable
delay 5 sec
high, tolerable
delay 500 ms

Energy
Source
passive / mains /
battery
(non-rechargeable)

Battery
Longevity

passive / battery
(non-rechargeable)

NA /
months to
years

unidirect.
medium, tolerable
delay 10 sec;
high, for alarms

mains / battery
(non-rechargeable)

bidirectional for services that require some kind of vehicle communication, while unidirectional
for simple conditions monitoring of transported goods. Traffic bursts are likely to occur
in services with the irregular traffic rate, for example in the inter-vehicular information
exchange. On the other hand, it is unlikely in services with regular sending intervals and
low probability of sudden anomaly occurrences.
4.6.3 Demands on QoS. The demands on QoS can be very high in vehicle automation
applications and services, which requires less than 100 milliseconds response time. Other
services can usually accept communication delay in seconds.
4.6.4 Energy Source and Longevity. The energy source can be vehicle’s battery, mains power,
but also a separate battery. The longevity of battery-powered devices is typically high, albeit
some specific devices such as smartphones used for the road condition monitoring, can be
recharged on a daily basis.
4.7

Smart Manufacturing and Retail

The globalisation and raising expectations of fully customisable products create high demands
on manufacturing and retail. In order to keep up with this trend, the production has to
offer shorter development periods, a great amount of flexibility, resource efficiency, and new
innovative business models. IoT can provide up-to-date information due to the massive
deployment of cyber-physical systems (CPS).
CPS integrate computing elements with physical components and processes [68]. They
can be seen as systems that consist of a ‘physical entity’ and its ‘cyber-copy’ connected.
The ‘cyber-copy’ can replicate the behaviour of the physical machine, giving thus valuable
insight on how the device would act in various situations. The connection between these
two ‘worlds’ is usually established using sensors and actuators [112]. CPS can gain profound
knowledge of the environment by connecting all distributed intelligence. This enables more
accurate actions and tasks. CPS can be found in a wide variety of application domains,
such as aerospace, process control, manufacturing, telecommunication, and power grid [68].
The proliferation of CPS gives rise to the next industrial revolution, often referred to as
Industry 4.0. We refer the reader interested in this topic to [46, 68, 112].
Table 9 summarises the traffic characteristics of the smart manufacturing and retail
domain.
4.7.1 Network Size and Coverage. The network size is typically medium to large, based
on the type and size of a company. The network area is small to medium but can be very
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Table 10. Characteristics of Smart Agriculture
Service
Name
Irrigation [41]
Fertilization [55]
Pest control [98]
Cattle
monitoring [64]

Network
Size
small (10s) to
medium (100s)
medium (100s)
to large (1000s)

Network
Coverage
medium
(100s of m)
to large
(10s of km)

Traffic
Rate
regular, 1 message
every 1 hour
per device
regular, 1 message
every 5 min
per device

Traffic
Direction
bidirect.
unidirect.

Demands
on QoS

low, tolerable
delay 1 min

Energy
Source
battery
(non-rechargeable); possible
energy harvesting

Battery
Longevity

years

battery
(non-rechargeable)

challenging due to the harsh conditions arising from the presence of metallic objects that
affect signal propagation, dangerous materials / substances, high temperature, etc.
4.7.2 Traffic Characteristics. The traffic rate is regular, information is gathered periodically to
enable services being deterministic. The frequency varies from a near real-time communication
up to the interval of one message every ten minutes, which is specified by the environment
dynamics. The direction is typically bidirectional when devices need to be configurable
and can be controlled by operators. Otherwise, the communication is unidirectional. Traffic
bursts are likely to occur in services that expect anomaly detection.
4.7.3 Demands on QoS. The demands on QoS are medium to high while there is a correlation
between the traffic rate and demands on QoS. The near real-time communication have very
strict requirements on QoS, whereas services with high sending intervals are usually not
demanding.
4.7.4 Energy Source and Longevity. The devices can be passive, mains or battery powered.
The reliability is superior to the battery lifetime, albeit energy-efficient technologies can
contribute to the longevity of devices, and therefore improve the overall performance. The
battery-powered devices are expected to operate for months to years.
4.8

Smart Agriculture

Agriculture is an important sector, yet it faces challenges that cannot be ignored. The
growth of the global population has prompted a demand to increase food production by
continually improving agriculture techniques. Moreover, due to the changes in the climate,
these techniques need to increase food security through climate adaptation and mitigation.
The concept of climate-smart agriculture was created in order to address the mentioned
challenges and IoT plays a significant role in it. The traffic characteristics of the smart
agriculture domain are summarised in Table 10.
4.8.1 Network Size and Coverage. The network size is usually medium to cover the entire
field. The network coverage is medium to large but does not contain significant obstacles.
4.8.2 Traffic Characteristics. The traffic rate is typically regular, yet infrequent due to
the slowly changing environmental conditions and high demands on devices’ battery life.
Unidirectional communication is suitable for most services as they utilise IoT devices for
data collection. Services that are also responsible for actuators control, such as irrigation
systems, require bidirectional communication. Traffic bursts are unlikely to occur, which is
due to the regularity in the sending rates and no requirement for alarms.
4.8.3 Demands on QoS. The demands on QoS are low with a tolerable delay of up to a
minute. Devices do not have to respond immediately if that leads to energy conservation.
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4.8.4 Energy Source and Longevity. The devices are battery-powered and non-rechargeable,
although static sensors can harvest energy when used outdoors. The energy-efficiency is
critical in the smart agriculture domain and all aspects are modified according to it in order
to make devices running for years.
5

SUMMARY OF OBSERVATIONS

In the previous section, we described 38 services from eight application domains as shown in
Table 3 to Table 10. During the process, we encountered solutions that were addressing the
same issue with slightly different configurations, depending on the specific implementation
and authors’ perception. Nevertheless, it is important to note that the fundamental aspects
remained the same in all cases. In this Section, we discuss the current position and research
directions of the surveyed application domains.
5.1

Smart Buildings and Living

The smart buildings and living domain is already well-established and lots of working
applications can be found in residential as well as commercial buildings. The possibility to
lower operating costs and improve the overall living comfort of a property, together with the
omnipresent Wi-Fi, have motivated the widespread adoption of IoT solutions. Nevertheless,
poor interoperability between devices from different manufacturers persists, which, as a
result, reduces the positive effect of the gained benefits and slows down the implementation
progress. To overcome this problem, vendors need to shift from proprietary solutions to more
open standards-based approaches that will enable devices to mutually interact regardless
of the technology used and will ensure the compatibility with standardised integration
platforms.
5.2

Smart Healthcare

The current position of IoT in the healthcare is represented mainly by the variety of wearables
and accessories that provide additional information for a user. These wearables are popular
among young and active people, as well as tech fans. Nevertheless, the IoT solutions are
slowly being developed also for more serious use cases such as disease monitoring and
assisted living. The main challenge of developing applications for healthcare is the way to
guarantee the quality and availability of the services while keeping devices simple, portable,
and non-intrusive. Ideally, the monitored persons or patients would not have to carry/wear
the devices, but the surrounding sensors will monitor them remotely.
5.3

Smart Environment

Smart environment applications, especially for rare event detection, are highly demanding
because they can warn of the potential natural disasters. Therefore, both scientists and
the industry actively research this area for several years now while countries, with a high
probability of natural phenomena occurrence (e.g. earthquakes, volcano eruptions, etc.),
already use various detection systems for protection. However, in order to proliferate these
systems globally and to monitor less critical events, further research is required. A major
issue is, for example, the battery life of low-cost devices that leads to a frequent replacement
of these devices.
5.4

Smart City

The smart city is an emerging concept for the society that can not only improve the
quality of life in a city but also reduce the operating costs of public services. Consequently,
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many countries have already started transforming their capitals and other big cities into
smart cities by implementing various solutions like traffic management, urban conditions
monitoring, lighting control, etc. The problem with the wider adoption of this concept is
in its implementation price. The large-scale deployment of applications comes with a high
price. Moreover, a city is not a green field and many systems are already developed. The
majority of these systems are proprietary and mutually incompatible, yet must be integrated
into one complex smart city platform. The cost efficiency and closeness of current solutions
present complex challenges that are slowly being overcome, but there is still a need for
further research.
5.5

Smart Energy

The transformation to sustainable and renewable energy sources has already started. Many
good solutions have been developed during the last decade, yet volatility of power generation
remains as the biggest technological challenge that requires significant changes in the energy
grid. It will certainly take some time to design fully renewable energy systems, mainly
due to the economic barriers, but many countries understand the gained benefits for the
environment and therefore are actively making a progress.
5.6

Smart Transport and Mobility

Transport and mobility represent an important part of today’s interconnected world. As such,
a significant effort is put into this domain and several of the more traditional services, such
as vehicle localisation, and quality of shipment conditions monitoring, are already widely
adapted. Yet other services, like vehicle automation, are absolutely revolutionary and present
the state-of-the-art of the current possibilities. While there is active ongoing research on
autonomous vehicles globally, the realisation of fully automated transportation is still some
distance away due to the major challenges such as the complexity of the domain, extremely
dynamic conditions, and reliability requirements. Nevertheless, the current research is taking
promising leaps.
5.7

Smart Manufacturing and Retail

Industry 4.0 is a concept that comprises the state-of-the-art in both hardware and software
in order to create new possibilities and shift the automation in manufacturing to the next
level. Innovative companies have already started implementing new services to enable flexible
customisation, to reduce the production costs and to improve the output quality, although
it is still far from the mass adoption. The major barriers are the high initial expenses and
low interest of companies making fundamental changes. To keep up with today’s leaders,
constant change is inevitable.
5.8

Smart Agriculture

The adoption of the mentioned services is heavily influenced by the level of development
of a particular country. The smart agriculture concept is an inevitable trend if we want
to mitigate climate changes and produce food in a sustainable way. However, the major
challenge is the cost of innovation as the agriculture sector has very tight margins. In order
to proliferate solutions for smart agriculture globally, the devices must be extremely low-cost,
durable and with long battery life. Although it is not an easy task, the current progress in
hardware availability and energy-efficiency of LPWANs improves the speed of agriculture
digitalisation.
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KEY CHARACTERISTICS OF IOT APPLICATIONS

We compare the IoT application domains among one another based on their traffic characteristics and in doing so, we introduce three charts. As shown in Section 4, the services
within one application domain may differ in some cases, so in order to make a comparison
at the domain level, some generalisation is inevitable. As such, we aggregated the values
into more general definitions, which are now represented by the circles in the charts. To
make the charts more consistent and transparent, the largest outliers (services that are too
distinct from the majority) are depicted using lines of the same colour. This generalisation
was purely based on the presented traffic characteristics while the main aim was to reduce
the potential ambiguity.
6.1

Network Size and Coverage Area

Figure 2 depicts the relationship between network size and coverage area that IoT application
domains require. By network size, we mean the number of connected devices, while coverage
area represents a geographical space in which the devices are distributed. This correlation
aims to highlight the differences in demands among application domains. So, for example, the
smart healthcare domain is depicted in the bottom-left corner, symbolising low requirements
on both network size and coverage area. The reason is that the most typical applications
monitor activities of a single person, which means only a few devices connected in body area
network (BAN), or personal area network (PAN).
In contrast, smart city is the other end of the spectrum, connecting thousands of devices
over several square kilometres. Another interesting phenomenon worth pointing out is the
comparison of domains like the smart manufacturing and retail to the smart environment. As
we can see from the network size perspective, these domains are almost equivalent. However,
applications in the smart environment usually have to cover much larger area, which makes
the overall requirements on network technologies significantly different. Looking at Figure 2,
we could reasonably state that the domains on the right side are more demanding than the
domains on the left side. But this, as shown in Figure 3, would only be partially true.

Fig. 2. Relationship between network size and coverage area.

6.2 Traffic Rate and Demands on QoS
A relationship between traffic rate and demands on QoS is illustrated in Figure 3. These
aspects of traffic characteristics have been discussed for every service in IoT application
domains, but no direct comparison has been made between them. However, as shown in
Figure 3, the correlation is significant. In most cases, higher traffic rate means higher
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demands on QoS, especially with regard to tolerable delay. The typical example is the smart
healthcare, in which even minor changes in conditions can result in a critical situation and
thus services need to update data regularly and reliably.
On the contrary, the traffic rate and demands on QoS are not equal every time, such
as in the case of the smart environment. This domain does not send data on a regular
basis, but once a rare event is detected, a system should immediately trigger an alert.
Furthermore, we would like to highlight the differences between Figure 2 and Figure 3. While
the smart healthcare domain could be considered to be the least demanding in Figure 2,
this relationship shifts it to the opposite corner in Figure 3. Therefore, we cannot ascertain
the demand levels of the domains solely according to the individual graphs. These analyses
are essential for understanding the specific requirements of the IoT domains so that we are
able to design more cost-effective solutions.

Fig. 3. Relationship between traffic rate and demands on QoS.

6.3

Sustainable Energy and Demands on the Longevity of Devices

The correlation depicted in Figure 4 represents a relationship between sustainable energy
and demands on the longevity of devices. By sustainable energy, we mean the way of
powering devices. In the high sustainable energy category, we envisage passive RFID tags or
mains-powered devices where the power source is reliable. The medium group consists of
battery-powered devices with an option to be more or less often recharged. The last group
represents situations with the most scarce energy, where recharging batteries would be very
difficult and thus inefficient. Therefore, it is necessary to find other options to prolong the
battery life, such as harvesting energy from the environment. The vertical axis represents
demands on longevity, from a few days up to years of devices’ lifespan.
From Figure 4, we can see a few interesting patterns. The distribution of the domains
is mainly in the upper part of the graph, which means high demands on the longevity of
devices. This comes from the IoT paradigm itself, which aims to develop IoT services that
are accessible anytime and from anywhere. Although we can accept the lower longevity when
the devices can be recharged, such as in the case of smart healthcare, the majority of use
cases utilise devices that are complicated to access physically, thus making the recharging
process inefficient. Consequently, IoT solutions need to deal with energy wisely, e.g., they
should harvest energy whenever possible or implement energy-efficient methods to achieve
the desired battery life. The expectations are very high as the longevity of devices is one of
the significant deal-breakers when thinking of proliferating IoT applications globally.
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Fig. 4. Relationship between sustainable energy and demands on longevity.

7

IOT TRAFFIC MEASUREMENT CHALLENGES

In legacy or packet-switched networks, the traffic usually refers to all kinds of transmitted
information (e.g data, audio, video, control messages, etc.) during a given time period,
but in some cases, it may be limited to certain transfers, messages, records or a selected
group of communicating devices. IoT network traffic is highly heterogeneous while simpler
in composition (it typically does not carry video and audio). The diversity of IoT traffic is
given by the fact that IoT networks are deployed using different enabling technologies and
for diverse purposes [6, 75].
Challenges arise when this heterogenous IoT traffic enters legacy networks (given the IoT
paradigm) and combines with the legacy traffic. The primary function of network components
(e.g. switches, routers, firewalls, etc.) is the fast and smooth delivery of information. In
current networks, this means a massive data volume [32]. While these devices are designed to
handle large data volumes, a factor that often leads to challenges is traffic measurement which
is required for network monitoring related tasks such as traffic engineering, classification,
and anomaly detection [72]. Traffic measurement is often performed in the network devices
while the generated measurement data are usually carried over the same network where the
legacy traffic is forwarded [57].
On one hand, when IoT data are carried over legacy networks, the overall traffic complexity
significantly increases that can have an adverse effect on the network operation, performance
and management. For example, the generation of measurement data alone can already
negatively impact the CPU performance of the networking devices [31]. Forwarding the
measurement data from the measurement point(s) to the monitoring system(s) can further
adversely affect the performance of the network components that can subsequently lead to
latency or even packet loss [31, 93, 94]. Moreover, given the increased traffic heterogeneity,
making an operational sense out of the data for traffic classification is becoming a challenge
as the processing required for online and offline analysis often lacks the resources to handle
the complex traffic in a timely, reliable, and efficient manner [36, 138].
On the other hand, given the small size of IoT traffic (the data are usually transferred in
a single data unit) yet bursty nature (result of the event-driven paradigm), from a legacy
network perspective, it can exhibit similar characteristics as the traffic related to anomalous
activities (e.g. DDoS attack, worm spreading, etc.). This has already been shown to have an
adverse impact on the network performance [90, 107].
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To ensure the reliability, quality, and sustainability of the networks, it is essential to observe
and manage IoT traffic. However, its composition and behaviour (i.e. the characteristics it
exhibits) have not been investigated, mainly due to two key reasons:
IoT traffic lacks proper characterisation schemes: Over the years, various schemes have been
proposed for legacy network traffic characterisation. The most commonly used schemes
are based on flow duration, size, rate, and burstiness [23, 28, 65]. It has been shown
that the identification of flow types using these classification schemes is highly efficient in
network performance managerial tasks including load-balancing, congestion control and QoS
provisioning [18, 24, 35, 62]. However, the application of these schemes to IoT is not obvious.
As the transferred information is small, it is often carried in a single information unit and
thus, no data segmentation is required. In consequence, the flows consist of one (or few)
packet(s) and thus, duration and size cannot be estimated in a classical manner. As such,
IoT flows are typically short-lived (exist for a short duration) and small-sized. The most
significant difference in IoT traffic is caused by the transmission rates (due to the various
capabilities of enabling network technologies) and the likelihood of burstiness including its
duration.
IoT measurement instrumentation is not mature enough: The instrumentation for measurement is not matured enough which consequently gives rise to concerns regarding resource
consumption. Various standards compliant protocols exist for network monitoring. The most
commonly used protocols are flow-level information (Netflow/IPFIX [4, 33]) and sampled
flow (sFlow [91]). As flow export became widely recognised and accepted, these protocols
were being deployed in the mainstream network product lines and used for network telemetry
and traffic reporting. These protocols, however, have a major drawback when applied in IoT,
namely, they have not been designed with resource utilisation efficacy mind. IoT components
are often deployed in remote areas or away from fixed infrastructures and depend on mobile
energy sources like batteries. As such, the energy efficient operation of IoT devices is crucial.
In general, the communication has a higher cost than computation cycles on an average
sensor node. For example, according to Zúniga et al. [144] the energy cost for transmitting
one bit is higher than processing 100 instructions on a Berkeley sensor node. That being said,
traditional computer network measurement approaches are not suitable for the use in IoT
environments. In November 2017, the IETF published its specification of TinyIPFIX [108], a
protocol that is adapted to the needs of constrained networks. TinyIPFIX does not require
a steady network connection. Instead, it utilises a push-based mechanism where data are
transmitted autonomically from the meters to one or more collectors [108]. The specification
claims that as metering probes are only part of the IoT network as needed when there is
data to be exported, they are suitable for reporting metering data in constrained networks.
There is also an ongoing debate regarding the incorporation of software-defined networking
(SDN) in IoT and the benefits it could bring, including network measurement and management [124]. In the SDN paradigm, the control plane is decoupled from the forwarding
plane via moving the control logic to a centralised device – the controller [89]. This way, the
network devices become simple forwarders that are programmable through a standardised
protocol such as OpenFlow [126]. However, there are several challenges with incorporating
this paradigm in IoT. Firstly, control traffic consumes bandwidth that degrades the spectral
efficiency of the IoT devices [124]. Control traffic can also have a significant impact on
the battery. Moreover, the collection of per-flow statistics may also potentially overload
the controller [54]. The main OpenFlow flow statistics elements are counters, precisely
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duration, packet count, and byte count [126]. The representative character of these flow
statistics is also a challenge. The diversity of information obtained using OpenFlow-based
flow statistics is significantly lower than when using IPFIX. It has been suggested that
OpenFlow should be considered a flow-based configuration technology for packet forwarding
devices, instead of a flow measurement technology [57]. Although the integration of IoT with
SDN, programmability, and centralised control are highly anticipated, there is still a road
ahead, and future work is required for achieving a new area in IoT network management
based on SDN.
8

FUTURE RESEARCH PROSPECTS IN IOT TRAFFIC CHARACTERISATION

Interoperability and compatibility between various enabling technologies is a common
issue. There is a number of different enabling network technologies that make up the IoT
ecosystem [6, 75]. In order to interoperate, an efficient communication must be established
between them. Efficient communication requires an underlying connectivity infrastructure
that facilitates the exchange of information between the participants. Existing network models
(the Internet Model and the OSI Model) do not satisfy all IoT connectivity requirements. IoT
systems require a model that addresses a variety of aspects including the sensors, devices,
and controllers.
To address this challenge, the Industrial Internet Consortium (IIC) has recently proposed
an Industrial IoT (IIoT) connectivity stack model [58] that is based on the Internet and OSI
models. At each layer, it defines the core functions and a number of considerations. One of
the key architectural qualities of this connectivity stack model is network monitoring and
analysis. This is a promising step-forward as the instrumentation for network monitoring
and its adaptation have been a constant challenge for many years. As the significance of
network monitoring has been recognised in network management, its deployment started to
attract more attention. Today, it is an integral part of networks. However, previously it was
only an afterthought. In consequence, it often required changes in the network infrastructure
and adaptations in its instrumentation.
IoT network and traffic management systems (IoTNTMS) do not provide sufficient and
accurate information (both, traffic and telemetry) to enable granular and timely monitoring
and management of the network. A modern IoTNTMS in a smart environment should go
through different phases, from information gathering (e.g., traffic parameters such as traffic
volume, bandwidth, etc.), through data processing, and exploitation (i.e., extract useful
information from the massive measurement data) to service delivery (deliver knowledge to
the operators and users). All these phases increase the service delivery time (e.g., congestion
alert, short-term traffic prediction, link and device failure) by a few seconds. Moreover,
the gathered traffic data usually needs to also undergo filtering to improve its quality and
eliminate the noise. Providing QoS guarantees is challenging in such conditions. The lack of
an end-to-end protocol for establishing QoS, the complexity of network dynamics and traffic
heterogeneity, and the difference of QoS requirements to be achieved (application-dependent
QoS requirement) all contribute to this situation. The development of new IoT connectivity
stack models with monitoring in mind is expected to lead to improvements in IoT network
and traffic measurement and characterisation.
Traffic measurement results in the generation and transfer of data that inevitably brings
an increase in energy consumption. This increase is highly undesired and avoided in resourceconstrained environments like IoT. While the effects of measurements in IoT remain poorly
analysed, concerns regarding energy consumption persist. Furthermore, the large number
of IoT network technologies makes the deployment of metering approaches challenging. As
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mentioned above, from a practical viewpoint, IoT components are built in different ways. It
is often unclear what combination best suits the social and economic needs. As a result, the
network is becoming more complex, where an additional function such as metering has little
to no space left.
Despite the benefits and well-described specification, the widespread deployment of
TinyIPFIX and similar techniques in IoT is slow, and likewise, publications reporting on
the experience with this protocol are lacking. Therefore, the investigation of the effects of
measurement in IoT still requires considerable work. We expect research will continue to
focus on the investigation of IoT network traffic including measurement techniques and
standardisation. Furthermore, we also expect the proliferation of high-level standards that
can ensure interoperability across hardware and software vendors.
9

GENERAL TRENDS, ISSUES, AND DIRECTIONS

IoT has gone through a rapid proliferation. Despite the attention this sector receives in recent
years, the way IoT evolves opens several concerns. The primary challenge of IoT is complexity.
Today, there is a diverse number of competing components, trends, and technologies that
make IoT solutions challenging to implement and manage. Manufacturers often deliver their
product with profit as key motivation while they tend to overlook the complexity caused
by the introduction of new, proprietary products and technologies. Moreover, the design
and delivery of new technologies are performed in an unregulated fashion. In consequence,
the shipped products often contain severe security vulnerabilities at various layers and lack
proper interoperability while the complexity of the entire IoT ecosystem is further increased.
9.1

Security

Security has also been a severe concern of IoT for a long time [50, 114, 140]. Traditional
security is hard to implement in the IoT ecosystem. This is mainly because of two reasons.
Firstly, the mechanisms that are associated with security incur a significant overhead to
the network and its components. Many IoT devices work in constrained environments with
limited battery-power, computing resources, and storage capacity. These devices are not
suited for the increased overhead that is associated with encryption, authorisation, and
authentication. Secondly, the interoperability between various devices, components, and
network technologies at different layers of the network protocol stack is limited. This is
mainly due to the absence of a unified, globally accepted ‘language’ that could be used for
negotiating communication and security requirements by the IoT components.
Recognising this limitation, IETF have developed the Manufacturer Usage Description
(MUD) Specification [67]. Via MUD, manufacturers can disclose the type and purpose of their
devices, and what network policies they need for the devices to operate properly, including
the necessary security [51]. The policies can be understood as whitelist statements built
upon the standard YANG [20] model that can be used by the customers to deploy access
policies in their networks without any ambiguity. While MUD is an important step forward
in streamlining the behaviour of IoT devices, it still has its limitations [116]. For example,
the YANG model is not evolved enough to provide an appropriate means for control. Also,
creating a MUD policy might be a challenge if the behaviour depends on the operational
environment.
IoT security still requires considerable work. Security breaches can happen at any level
including the IoT devices, gateways, software, communication protocols, firmware, and the
cloud. Remedial measures aimed at addressing the breaches are often taken only after security
vulnerabilities are discovered. However, reactive approaches to security has been known
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to be an insufficient measure for a long time. The future IoT calls for smarter, proactive
measures.
9.2

Privacy

Besides security, privacy has also become a critical concern of IoT [50, 114, 140]. There is a
significant number of IoT applications which cary user-specific, sensitive information. Such
data require careful handling and appropriate privacy measures. The data that are collected
from the user and their devices/applications must therefore resist profiling, localisation, and
tracking. This, however, often goes opposite business interests. Collecting information related
to certain individuals via profiling is, for instance, a common technique in e-commerce to
gain profit via targeted advertising. Therefore, there is a constant need for services that are
aimed at delivering user-sensitive information. On the other hand, certain measurement and
data analysis is required to maintain and improve the quality of various services. Balancing
between these two interest is challenging.
Like security, IoT privacy also requires a framework that ensures the secure, confidential
exchange of data between the individual IoT components while providing anonymity for both
sides of the communication. It logically follows that the development of such frameworks
comes hand-in-hand. Privacy concerns cannot be addressed without proper network/device
security functions, and vice versa. As such, building a comprehensive IoT Security and
Privacy framework must have high priority.
9.3

Decentralised IoT

The current IoT ecosystem is based on a centralised paradigm. In this paradigm, all devices
are connected through the cloud, usually via a controller. The advantage of this design
is the relatively simple setup and management of the network and its devices. However,
this architecture also comes with a drawback. The centralised connection and management
of devices come with increased resource utilisation and cost. The former is given by the
fact that the traffic between the devices goes through the internet, even if they are located
only a few meters apart. The latter comes from the infrastructure and maintenance costs
associated with the cloud hosts (servers) and the network infrastructure. A recent study by
Verma et al. [132] claims that centralised IoT approaches will eventually face performance
challenges due to the rapid growth in the number of IoT devices, connected users, services
as well as the generated traffic volume.
Edge Computing: An approach aimed at addressing this challenge is the decentralised
architecture [82], also often referred to as fog computing [131]. In this architecture, the
logic is moved from the cloud to the network edge where forwarding is performed by
gateways and intermediate devices. Compared to the centralised approach, the advantage of
decentralisation materialises in the low amount of transmitted data through the internet.
This consequently leads to the reduction of transmission delay (smaller bandwidth) as well as
resource utilisation (lower power consumption). Moreover, the edge devices (gateways) can
also be involved in the collection of data for various network-related managerial activities.
This can consequently open new opportunities in network measurement and security.
However, the decentralised IoT paradigm also comes with challenges. The data that are
processed at an intermediate level are usually not forwarded to the central controller. As such,
the controller ‘losses’ certain visibility over the network and its devices. What data should be
processed at the edge and what should be forwarded to the controller is far from being clear,
primarily due to the heterogeneity of the connected devices, their communication needs,
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and the QoS requirements of the applications. Therefore, the specification of configuration
settings to make a system adequately adaptable requires further research.
Blockchain: Another approach to the decentralised IoT paradigm is via adopting a peer-topeer (P2P) communication standard. While this architecture can also lead to the benefits
mentioned above, P2P communication has many flaws, chief among which is security. Security
limitations of P2P allow IoT devices to be compromised easily and expose applications/users
to dangers. Blockchain is a popular solution to P2P communication security challenges [63,
141]. In the simplest terms, blockchain is a decentralised, distributed ledger (public or private)
of different kinds of transactions. This ledger is shared among the nodes of a P2P network
instead of being stored on a central server. Since the transactions are verified and confirmed
by other nodes, there is no need for a central authority. Each transaction that is added to
the ledger is secured with a digital signature (encryption) that proves its authenticity. Once
data are stored, they cannot be altered without the consensus of the network (each node).
While the concept of blockchain can be applied to IoT with benefits that include security, transparency, and decentralisation, merging these two paradigms also faces some
challenges [139]. The blockchain technology is, for example, well known for scalability issues
that arise with the growth of the network and the number of transactions. Power consumption is also a point of concern. Encryption and verification of transactions are demanding
processes and require considerable resources. The majority of IoT devices, unfortunately,
lack suitable resources. Moreover, storage is also a challenge as redundantly storing the
ledgers requires considerable capacity.
Nonetheless, decentralisation (either via edge computing or blockchain) is very promising
and is expected to have a decisive role in the future of IoT. However, a road is still ahead.
Future research is required in this area to address the complexities of IoT.
9.4

Future Directions

Finally, based on current tends and related challenges discussed above, we briefly outline
several directions future IoT solutions are expected to be targeted at:
• Cost of devices – IoT devices have to be extremely low cost in some specific use cases,
otherwise, the added value will not be able to justify the cost.
• Battery life – most of the IoT devices will be battery-powered and, in some cases,
powered by unpredictable renewable energy sources. Therefore, the devices should be
working as long as possible.
• Physical specifications – there is certainly a big pressure on the overall size of devices
while maintaining or even increasing their computing power.
• Interoperability – the IoT not only connects things to the Internet, but it also interconnects things in a meaningful way to enable a mutual machine-to-machine (M2M)
communication. This approach requires a globally accepted standardisation, which has
been a motivation for many organisations to take the initiative.
• Data processing – the IoT continues to generate increasingly more data as more devices
are connected. Decentralised data processing is inevitable with much of it done as close
to the data sources as possible.
• Context awareness – to fulfil the idea of controlling an environment without human
interaction, the artificial intelligence has to be implemented to provide context-aware
computing.
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• Coverage – extended coverage is needed both in indoor spaces and wide outdoor
areas [66]. A combination of both multi-hop short-range as well as one-hop long-range
technologies would be essential.
• Scalability and diversity – networks have to scale efficiently and rapidly to meet the
increasing demands of up to millions of connected devices. Furthermore, the diversity
of connection scenarios requires the network to be able to adapt to different traffic
requirements.
• Reliability – IoT is the foundation of cyber-physical systems (CPS) that we have become
more and more reliant on. Consequently, network reliability is a critical requirement,
much more than the best-effort service model that original Internet was designed for.
• Attack resistance – since resource-constrained IoT devices need to be resistant to
attacks as well as from being used as attack vectors, security measures must be an
integral component of every IoT device’s protocol stack.
• Confidentiality, integrity, and availability – since both information and device require
different measures that impose different requirements on the resource-constrained IoT
devices, the appropriate choice of measure(s) is crucial to balance the needs against
the available resources.
With no doubts, IoT involves massive volume of data. However, the continuous exchange
of these data puts a significant strain on the network and the devices. Fortunately, with the
implementation of 5G networks, things are expected to be improved. Compared to previous
solutions, 5G has the following benefits: (i) more bandwidth, (ii) higher reliability, (iii) lower
latency, and (iv) better capability to support a greater density of connected devices [5]. 5G
will therefore also play a vital role in the future of IoT. It can open new opportunities in
every of its aspects.
10

CONCLUSION

The Internet of Things is a highly debated topic due to the potential it can offer, thus
attracting immense interest from the industry and academia. Although it is still far from
mainstream deployment, researchers are proposing state-of-the-art solutions to raise the
maturity of technologies.
In this paper, we reviewed the IoT applications from the traffic characteristics perspective.
The main contributions of this work come from the defined traffic characteristics of IoT
application domains, which provide an overview of demands on network technologies. Every
IoT domain is demanding from a different perspective. By comparing application domains
among one another, it is possible to see the divergence of their requirements, which substantiate the difficulty of developing suitable network technologies for the efficient solutions. We
cannot target all needs with just one technology, but by having the right set of technologies,
we can make the development progress much faster and easier.
Despite the limitations and challenges, IoT network traffic is rapidly increasing in volume
and heterogeneity [32]. As this traffic is usually carried through legacy networks where they
are combined with other traffic types, the amplified effect can have a critical impact on the
network operation. We stress that the measurement and characterisation of IoT traffic can
be of high significance for future innovation.
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